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SUMMARY
A scheme of error correction for JPEG2000 codestream is
proposed in this paper. The scheme uses a forward error correction code
(FEC) and a data hiding technique. The headers and the higher quality
layers of the codestream are coded using FEC codes. Then the parity data
are separated from the FEC-coded data and hidden in the JPEG2000 codestream. The hidden data are used for error correction at the decoder. Several error correction codes with diﬀerent strength are selected for the main
header, the tile-part headers, the packet headers, and the bodies. The codestream generated by the proposed scheme has backward compatibility with
a standard JPEG2000 codestream. Thus, it can be decoded with a general
decoder. Simulation results demonstrated the eﬀectiveness of the proposed
scheme.
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1.

Introduction

Multimedia communication through wireless networks and
the Internet is becoming increasingly important. Since these
networks transmit data at high to low bit error rates (BERs),
some portions of the transmitted data may not be decoded.
This adversely aﬀects the quality of the decoded images. In
communication systems, an automatic repeat request (ARQ)
and a forward error correction (FEC) code are generally
used to protect the transmitted bit stream. These schemes
however require special protocols to transmit data and cannot achieve the ideal error-free transmission.
Handling these problems requires image coding
schemes that take transmission errors into account.
JPEG2000 part 1 [1] still-image coding and JPEG2000 part
3 (motion JPEG2000) [2] and MPEG-4 [3] video coding,
for example, consider such errors [4]–[7]. They contain
error resilience tools (ERT) to detect and localize the errors and also to resynchronize the decoding process. These
tools can thus minimize the eﬀect of errors on image quality.
However, standard error resilience tools cannot correct error
data. Consequently, additional schemes that can recover error data during decoding are required.
Various schemes of correcting and concealing errors have been proposed [8]–[19]. Most conventional
schemes work only for MPEG and are not applicable to
the JPEG2000 standard [8]–[13]. Several schemes for
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JPEG2000 have been considered in [14]–[19]. The ones in
[14] and [15] are error protection schemes applied at physical and application levels, respectively. Although these
schemes can correct errors in the JPEG2000 codestream,
special decoders are needed to decode the coded data. On
the other hand, other authors oﬀered a concealment method
that based on interpolating the wavelet coeﬃcients [16] and
jointly exploiting the intra- and inter- band correlation [17].
However, all the schemes described above cannot perfectly
correct any errors. In addition, most conventional schemes
assume that the headers are intact during transmission process, which is not always the case in practical applications.
In this paper, we propose a new scheme of error correction for JPEG2000 and motion JPEG2000 that provides
backward compatibility to the standard decoders. The proposed scheme uses FEC codes, a data hiding technique,
and the JPEG2000 layer structure. The main, tile-part, and
packet headers and the more significant data in the higher
quality layers of the JPEG2000 codestream are protected
using the FEC codes, and the resulting parity data are separated from the FEC-coded data and then hidden in the
JPEG2000 codestream. At the decoder, the hidden data is
used for error correction. Several locations in which data
is hidden exist in the JPEG2000 codestream. Here, the last
layer of the codestream is considered due to some advantages.
The proposed method can have backward compatibility with the standard JPEG2000 by using a data hiding technique as well as described in the previous works [18], [19].
The codestream produced by the proposed scheme therefore
can be decoded by a general decoder. In addition, since the
proposed scheme separates the parity data from the FECcoded data, the proposed scheme is more eﬃcient in correcting errors under the same hidden data size than in [18]
and [19].
The organization of this paper is as follows. Section 2
reviews the JPEG2000 encoder. In Sect. 3, the error correction for JPEG2000 codestream is proposed. Section 4 shows
the results of some simulations of the proposed scheme. Finally, some concluding remarks are made in Sect. 5.
2.

JPEG2000 Encoder

In this section, we briefly describe the JPEG2000 encoding
procedure and packets, and the error resilience tools.
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Table 1

Error resilience tools in standard JPEG2000 coding [1].

Type of tool
Entropy
coding
level

Fig. 1

JPEG2000 encoder.

Packet
level

Name
· Code-blocks
· Termination of the arithmetic coder
for each pass
· Reset of contexts after each coding pass
· Selective arithmetic coding bypass
· Segmentation symbols
· Short packet format
· Packet with resynchronization marker

A packet consists of a body and its header information. Each
body has code-block information of the resolution level corresponding to each layer. Since the size of a packet is determined automatically, we cannot assign an arbitrary size.
2.3 Error Resilience Tools

Fig. 2

Structure of JPEG2000 codestream.

2.1 Encoding Procedure
A block diagram of a JPEG2000 encoder is shown in Fig. 1.
The input image is decomposed into its sub-bands by a
discrete wavelet transform, and the wavelet coeﬃcients of
each sub-band are quantized. The quantized coeﬃcients
are coded using the EBCOT (embedded block coding with
optimized truncation of the embedded bit streams) algorithm [20]. In this algorithm, each sub-band is partitioned
into rectangular blocks (for example 64 × 64) called “codeblocks,” which form the independent input to the coeﬃcient
bit modeling based on bit-plane and arithmetic coding. A
layer structure is formed for scalability of the bit stream; the
output codestreams are truncated so that they can achieve
the target bit rate. Finally, headers are attached to create the
JPEG2000 codestreams.
2.2 Layer Structure and Packets
The structure of a JPEG2000 codestream is shown in Fig. 2.
The codestream is arranged in a layer structure according to
its contribution to image quality. The more significant bitplanes of the code-blocks are included in the higher quality
layers, and the less significant bit-planes are successively
placed in the lower quality layers. This enables the decoder to decode a codestream progressively in terms of image quality. In a general JPEG2000 encoder, the number of
layers and the length of each layer can be assigned arbitrarily.
Each layer is divided into multiple units called packets.

The tools available for error resilience in standard
JPEG2000 coding are shown in Table 1. Error resilience is
achieved at the entropy coding and packet levels. At the entropy coding level, to localize random and burst errors, the
arithmetic coder can be terminated after each coding pass.
The context can then be reset after each pass, enabling the
decoder to continue the decoding process if errors are detected. Similarly, at the packet level, the decoder can detect
and localize errors in the packets. However, data lost as a
result of errors cannot be recovered using the standard error resilience tools. In particular, when significant data in
lower layers and packets are lost, there is significant image
deterioration.
3.

Proposed Scheme

In the proposed method, the headers and some important
data are FEC-coded. Then, the parity data is separated and
hidden in the codestream. The main idea of the proposed
scheme is to separate the parity data and to hide it in the
JPEG2000 codestream. Since the hidden data is only the
parity data, it enables us to protect a lager number of data
and to use more powerful FEC codes. Therefore, the proposed method is more eﬃcient than the ones in the previous works. In addition, the reason for hiding the parity data
in the JPEG2000 code stream is to provide backward compatibility with the standard JPEG2000 codestream. In this
section, we explain the scheme of hiding parity symbols in
the JPEG2000 codestream, and the error correcting scheme.
There are three schemes of hiding data in the codestream
with backward compatibility, namely:
(a) Inserting the data on the comment area in the codestream.
(b) Replacing the least significant layer (LSL) of the codestream with the data.
(c) Attaching the data after the codestream.
Some features (No degradation, simplicity of the process,
and no additional bandwidth) of these schemes are summarized in Table 2.
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Table 2
Scheme
(a)
(b)
(c)

Features of data hiding schemes.

No image
degradation

×


Simplicity of
process


×

No additional
bandwidth
×

×

Fig. 4

Fig. 3

Proposed JPEG2000 encoder.

The scheme (a) inserts the desired data in the comment (COM) area of the main and tile-part headers in the
codestream. Several comment areas can be defined in one
JPEG2000 codestream. The total size of the resulting codestream is larger than that of an original JPEG2000 codestream. In the scheme (b), the last layer is replaced with
the desired data. Thus additional bandwidth is not required
for transmission, although this scheme introduces a slight
image degradation. In the JPEG2000 part 1 [1] and part 3
[2], the file formats are constructed of boxes that contain the
codestream and/or the meta data. Therefore, if the size of
the codestream is increased, modifying the header data in
the boxes is required. The scheme (c) attaches the desired
data after the end of the original JPEG2000 codestream. The
resulting size of the codestream therefore increases to a size
of the attached data. Moreover, this scheme requires further modification on the headers, hence, the process is more
complex.
As an example, the scheme (b) will be explained in detail.
3.1 Data Hiding
Figure 3 illustrates the data hiding process and its implementation in an extended JPEG2000 encoder. First, layers,
each with a specified data size, are generated using the standard JPEG2000 encoder. Then, the headers and the selected
layers are FEC-coded. Next, the parity data are separated

Proposed JPEG2000 decoder.

from the FEC-coded data in the parsed codestream. Finally,
the LSL is replaced by the parity data (see Fig. 3(a)). It is
worth noting that any FEC codes can be used along with
this scheme. Thus, for a higher error rate, a more powerful
code can be chosen for error correction. In addition, various
strength of the FEC code can be diﬀerently assigned for the
main, tile-part, and packet headers, and the bodies.
The characteristics of the generated codestream are as
follows.
• The length of the codestream with the hidden data is
the same as that of the original codestream.
• Since the codestream has the same data structure as
the standard JPEG2000 codestream, the codestream
has backward compatibility with a standard JPEG2000
codestream, the codestream does not stop the decoding
process at a general decoder. In additon, the standard
JPEG2000 error resilience tools can also be used.
• The LSL, which is replaced by the parity data, can be
truncated to inhibit image deterioration caused by data
hiding.
3.2 Error Correction
Figure 4 illustrates the error correction process and its implementation in an extended JPEG2000 decoder. First, the
erroneous headers and higher quality layers are recovered
using the hidden parity data; the errored headers and high
quality layers are then replaced with the corrected headers
and layers, respectively. Finally, to inhibit image deterioration caused by data hiding, the LSL is truncated.
In this scheme, the FEC code can detect and correct
errors. That is, errors in the headers and the higher quality
layers are detected and corrected independently of the er-
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ror resilience tools defined in the JPEG2000 standard. The
proposed scheme can be combined with the standard error
resilience tools and other error correction schemes.
It is worth pointing out that all the proposed error correction with the aforementioned hiding schemes provides
the same capability with that using the hiding scheme (b).
4.

Simulation

We evaluated the performance of the proposed scheme using
some simulations. In this section, we applied the proposed
error correction scheme to both the still-image and the video
sequence.
4.1 Simulation Conditions
The test image and sequence are “Lena” (256 levels grayscale, 512 × 512 pixels, 262,144 bytes) and the video sequence “Mobile & calendar” (256 levels gray-scale, 720 ×
576 pixels, 40 frames), respectively. Image coding was done
using five-level decomposition/composition based on twochannel filter banks with a Daubechies 9/7 bi-orthogonal
wavelet filter running under JPEG2000 verification model
8.6 [21]. The target bit rates were 1.0 and 0.2 bits/pixel
(bpp). The codestream consisted of 20 layers (layers 0-19).
The errors were generated randomly and independently at
rates of 10−1 to 10−7 .
Two diﬀerent Reed-Solomon (RS) codes [22], RS(15,
13) with a one-symbol correctable error and RS(15,11)
with a two-symbol correctable error, were used for errorcorrection coding to protect both of the headers and some
important layers by using a FEC code, RS(15,13) or
RS(1511). Considering the size of the lowest layer, as previously investigated in [18], the numbers of layers that can
be corrected in the proposed scheme are seven (layer 0 to
layer 6) and three (layer 0 to layer 2), respectively. In the
propsed method, the LSL size is set to be larger than the
hidden data length. The remainder of the LSL is padded by
zero values. For the simulation, the headers are transmitted
with error-prone.
Image quality was measured in terms of the peak
signal-to-noise ratio (PSNR) between the original and the
decoded image: the higher the PSNR, the better the image
quality.

PSNR: 40.29 [dB]
(a) W/o hidden data.
Fig. 5

PSNR: 39.93 [dB]
(b) With hidden data.

Image deterioration caused by data hiding.

4.2 Image Deterioration Caused by Data Hiding
Figure 5 shows the images decoded from the original
JPEG2000 codestream without and with 1890 bytes of hidden parity data. The PSNR values were 40.29 [dB] and
39.93 [dB], respectively (see Fig. 5). The hidden data was
truncated from the codestream during decoding. (A general
JPEG2000 decoder can truncate hidden data using marker
codes.) As these results show, the proposed scheme can
hide about 1890 bytes of data with very slight image deterioration (about 0.36 dB). This means that the image deterioration caused by data hiding can be neglected.
Under diﬀerent hidden data length, the proposed
scheme eﬀectively inhibited image degradation due to data
hiding [23].
4.3 Quality of Error Correction
(A) Quality of error correction for still-image
The simulation results show the decodable rates and the average PSNR values that were obtained by taking an ensem-

Fig. 6 Quality of proposed error correction with RS(15,13) for a random
error. (target bit rate: 1.0 bpp)
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PSNR: 15.86 [dB]
(a) General decoder.

PSNR: 29.58 [dB]
(c) Proposed scheme with data
hiding (b).

PSNR: 19.28 [dB]
(b) General decoder with ERT.

PSNR: 34.07 [dB]
(d) Proposed scheme with data
hiding (b) and ERT.

Fig. 8 Quality of error correction with RS(15,13) at BER of 10−3 . (target
bit rate: 1.0 bpp)

Fig. 7 Quality of proposed error correction with RS(15,13) for a random
error. (target bit rate: 0.2 bpp)

ble average over 50 independent trials for the same BER
condition.
Figures 6 and 7 show the values for images decoded
from erroneous codestreams that are encoded by the proposed encoder at target bit rates of 1.0 bpp and 0.2 bpp, respectively. The decodable rate of 1.0 means that the codestreams were decoded by the decoder 50 times over the 50
independent traials. In Figs. 6(a) and 7(a), decodable rates
of “Method in [18]+ERT,” “General Decoder+ERT,” and
“General Decoder” are on the same line. The decoded images at BER of 10−3 and the target bit rate of 1.0 bpp are
displayed in Fig. 8. Figure 9 shows the values for images
decoded using the RS(15,13) and RS(15,11) codes. From
these results, we can conclude as follows:
• The proposed scheme provides high-quality error correction regardless of the use of the error resilience tools
(such as termination, segmentation symbols, and resynchronization markers) in the standard JPEG2000 coding.
• The proposed methods with data hiding schemes (a)
and (b) are almost the same quality of error correction.

Fig. 9

Comparison of RS(15,13) and RS(15,11). (target bit rate: 1.0 bpp)
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headers and high quality layers are first FEC-code, then, the
parity data is separated from the coded-data and hidden in
the LSL of the JPEG2000 codestream. At the decoder, the
hidden data is used to correct any errors. Because the generated codestream is compatible with a standard JPEG2000
codestream, it can be decoded by a general JPEG2000 decoder.
Simulation results showed that the data hiding had only
a small eﬀect on image quality and that the quality of the
error protection was high.
The proposed scheme oﬀers a large freedom to select
a location in which the parity data is hidden. For example,
a comment area and a marker segment in the main and tilepart headers, and a box in the JPEG2000 file can be used.
We plan to consider the selection of the locations and FEC
codes in more detail.
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Fig. 10

Quality of error correction for video sequence (RS(15,13)).
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