A Theoretical Analysis of One-time Key Based
Phase Scrambling for Phase-only Correlation
between Visually Protected Images
Izumi Ito and Hitoshi Kiya
Tokyo Metropolitan University, Hino-shi 191-0065 Tokyo Japan
E-mail: {ito-izumi, kiya}@sd.tmu.ac.jp Tel: +81-42-585-8454
template no. i

Abstract—We present a theoretical analysis of one-time key
based phase scrambling for image matching using phase-only
correlation (POC). Phase scrambling is used for visual information protection of templates. The effect of scrambling on POC
values is analyzed. As a result, the peak value, which is used
as a measure of signal congruence, of the POC between nonscrambled signals can be estimated by observed POC values with
key parameters. In addition, we indicate a condition in which the
peak value of the POC between non-scrambled signals estimated
by observed POC values with one parameter.

I. I NTRODUCTION
Translation between signals and the direct measure of the
degree of signal congruence can be simultaneously estimated
by phase correlation [1] also known as phase-only correlation
(POC). The rotation and scaling between images can be
estimated by POC using the magnitude of DFT coefﬁcients
that are mapped into the log-polar coordinates [2]. Moreover,
high-accuracy estimation techniques for POC have been developed [3][4]. As a result, POC is used as an image matching
methods [5]. However, since POC requires images themselves,
the visual information of the templates in an image matching
system must be protected for privacy and security [6].
Phase scrambling for POC is developed by the authors
to protect the visual information of templates and to perform POC directly in the scrambled templates [7]-[10]. If
the key that is used for scrambling of template is used for
image matching, phase scrambling does not affect POC values
[7]-[9]. On the other hand, in one-time key based phase
scrambling, the key is used only once for the scrambling
of templates, and is not required for image matching [10].
Therefore, one-time key based phase scrambling eliminates
the need to save the key. However, one-time key based phase
scrambling affects POC values. The peak value, which is
used as a measure of signal congruence, of POC generally
decreases.
In the present paper, we analyze the effect of one-time key
based phase scrambling on POC values. The key determined
from a multi-member set is discussed as a general expression.
The analysis allows estimation of the peak value of the POC
between non-scrambled signals using key parameters. Based
on the general expression, we deduce a condition in which
the peak value of the POC between non-scrambled signals
can be estimated by the POC under one-time key based phase
scrambling with one parameter.
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Fig. 1. Image matching using one-time key based phase scrambling for
POC. All templates are scrambled by independent keys in order to protect
the original information. Without descrambling, the scrambled templates are
directly used for POC.

II. P RELIMINARY
In one-time key based phase scrambling, the POC between
the phase-scrambled template and a query can be directly
performed to obtain a measure of signal congruence, as shown
in Fig. 1. In this section, POC, phase scrambling, and image
matching under phase scrambling are explained. Let C, R,
and Z denote the sets of complex, real, and integer numbers,
respectively.
A. POC
Let Gi (k), k = 0, 1, · · · , N −1, i ∈ Z, be the N -point DFT
coefﬁcients of N -point signal, gi (n) ∈ R, n = 0, 1, · · · , N −1.
The phase term φGi (k) is deﬁned by
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φGi (k) = Gi (k)/|Gi (k)|

(1)

where |Gi (k)| denotes the absolute value of Gi (k). If
|Gi (k)| = 0, then φGi (k) is replaced by 0.
Let g2 (n) be the shifted signal of g1 (n). The normalized
cross spectrum, Rφ (k), between g1 (n) and g2 (n) is deﬁned
in terms of their corresponding phase term φG1 (k) and φG2 (k)
as
Rφ (k) = φ∗G1 (k) · φG2 (k)
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where φ∗G1 (k) denotes the complex conjugate of φG1 (k). The
POC function rφ (n) ∈ R is deﬁned by the inverse DFT of
Rφ (k) as
rφ (n) =

N −1
1 X
Rφ (k)WN−nk
N

(3)

phase-scrambled image
(visual protection)

Fig. 2. Phase scrambling for visual protection. The original information of a
template is protected visually by phase scrambling

k=0

√
where WN denotes exp(−j2π/N ) and j denotes −1. The
translation between two signals and the measure of the degree
of signal congruence are estimated by the location and the
value of the peak of rφ (n) in (3), respectively [1].
B. Phase scrambling for visual information protection
Phase scrambling is performed in the frequency domain.
Let gi (n) be an N -point signal which is used as a template.
e i (k), of gi (n) are given
Phase-scrambled DFT coefﬁcients, G
as
e i (k) = Gi (k) · ejθαi (k)
G
(4)
where θαi (k) denotes an N -point key sequence and αi denotes
a key.
Here, θαi (k), for all k belongs a set UxM1 that consists of
M members, x1 , x2 , · · · , xM ∈ R, i.e.,
θαi (k) ∈ UxM1 ,

UxM1 = {x1 , x2 , · · · , xM }.

(5)

Note that the superscript and subscript of U denote the number
of members and the ﬁrst member, respectively, for the sake of
convenience. Let qxi be the occurrence probability of xi . The
qxi and the difference of phases are key parameters which will
be discussed in Section III.
Phase scrambling affects only the phase of signals. Replacing Gi (k) in Eq. (4) by its polar form yields
e i (k) = |Gi (k)|φG (k) · ejθαi (k) .
G
i

(6)

e i (k)| and the phase term
From (6), the absolute value |G
e
e
φGi (k) of Gi (k) are related to the original absolute value
|Gi (k)| and the original phase term φGi (k), respectively, as
e i (k)| = |Gi (k)|,
|G
φeG (k) = φG (k) · ejθαi (k) .
i

i

(7)
(8)

The phase-scrambled signal, gei (n), is deﬁned by the inverse
e i (k) as
DFT of G
gei (n) =

N −1
1 X e
Gi (k)WN−nk .
N

original information as shown in Fig. 2. Therefore, rather than
the DFT coefﬁcients, the phase-scrambled DFT coefﬁcients are
stored as a template in case leakage of the template occurs.
C. Image matching under phase scrambling
Phase-scrambled DFT coefﬁcients are used for image
matching without descrambling.
Let g1 (n) and g2 (n) be a template and a query, respectively,
e 1 (k) be the phase-scrambled DFT coefﬁcients of
and let G
e 2 (k)
g1 (n) by a key sequence θα1 (k). In image matching, G
is generated from the query according to (4) where θα2 (k)
is the same key sequence that is used for scrambling of the
template, i.e. for all k,
θα2 (k) = θα1 (k).

eφ (k) between G
e 1 (k) and
The normalized cross spectrum R
e
G2 (k) is calculated as
eφ (k) =
R

φe∗G1 (k) · φeG2 (k).

(11)

The POC function reφ (n) ∈ C is then obtained from the inverse
eφ (k), as follows:
DFT of R
reφ (n) =

N −1
1 X e
Rφ (k)WN−nk .
N

(12)

k=0

eφ (k) is given as
From (8) and (10), R
eφ (k) = φ∗G e−jθα1 (k) · φG ejθα2 (k) = Rφ (k).
R
2
1
Therefore, the POC function between phase-scrambled signals
and that between non-scrambled signals are identical under the
condition (10).
On the other hand, in one-time key based phase scrambling,
a key sequence that is used for scrambling of a template is
not used for a query [10]. Rather than scrambling of a query
e 2 (k) is generated by multiplying G2 (k)
by a key sequence, G
by the phase term of x1 :

(9)

e 2 (k) = G2 (k) · ejx1
G

k=0

The phase-scrambled image, which is a two-dimensional expression of the phase-scrambled signal, does not reveal the

(10)

(13)

where x1 is a member of UxM1 . Note that Fig. 1 is the special
e 2 (k) = G2 (k). According
case in which x1 = 0, that is, G
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eφ (k) between G
e 1 (k) and G
e 2 (k) is calculated. The
to (11), R
POC function reφ (n) is then obtained by the inverse DFT of
eφ (k). reφ (n) is not equivalent to rφ (n) due to the effect of
R
scrambling,

The real part, Re[·], and the imaginary part, Im[·], of the peak
value of reφ (n) can be expressed as
max (|Re[e
rφ (n)]|) ≈ |λre |,
(24)
n
max (|Im[e
r (n)]|) ≈ |λ |.
(25)
n

III. T HEORETICAL ANALYSIS
The effect of one-time key based phase scrambling on POC
values is analyzed theoretically.
A. General expression of one-time key based phase scrambling
The DFT coefﬁcients G1 (k) of g1 (n) are scrambled by
θα1 (k) ∈ UxM1 . The DFT coefﬁcients G2 (k) of g2 (n) are
multiplied by ejx1 , i.e.,
e 1 (k) = G1 (k) · e
G
e 2 (k) = G2 (k) · ejx1 .
G

jθα1 (k)

(14)

im

Thus, if key parameters that are the occurrence probability,
qxi , and the difference of phases, (x1 − xi ), of all members
are known, then the original peak value, p, can be estimated.
For example, in a two-member set for the case in which x1 −
x2 = π, the peak value of reφ (n) is given with the occurrence
probability, qx1 , as
max (|Re[e
r (n)]|) ≈ |p · (2q − 1)|.
(26)
n

φ

x1

That is, p is estimated as
|p| ≈ max
rφ (n)]|)/|2qx1 − 1|.
n (|Re[e

(27)

(15)

B. Estimation using one parameter
A condition in which the original peak value, p, can be
estimated by POC under one-time key based phase scrambling
with one parameter, qx1 is described in the following.
When the occurrence probability except for qx1 is the same,
i.e.,

(16)

qx2 = qx3 = · · · = qxM ,

eφ (k) between G
e 1 (k) and G
e 2 (k) is given as
R
eφ (k) = φe∗G (k) · φeG (k)
R
2
1
= φ∗G1 (k) · e−jθα1 (k) · φG2 (k) · ejx1
= Rφ (k) · ej(x1 −θα1 (k)) .

φ

(28)

(20) is rewritten as

If θα1 (k) = x1 , then
eφ (k) = Rφ (k),
R

λ = q x1 p

(17)

+(M −1)·qx2 p · (ej(x1−x2 ) +ej(x1−x3 ) +· · ·+ej(x1−xM ) ) .
{z
}
|

otherwise,

A

eφ (k) 6= Rφ (k).
R

(18)

eφ (k) consists of
Therefore, reφ (n) that is the inverse DFT of R
following M values with their occurrence probability.

rφ (n),
(qx1 )



 rφ (n) · ej(x1 −x2 ) (qx2 )
reφ (n) =
(19)
..
..

.
.



rφ (n) · ej(x1 −xM ) (qxM )

(29)
Suppose that A in (29) is 0, we can estimate the original peak
value, p, from reφ (n) with qx1 even if the other parameters are
unknown:
max (|e
r (n)|) ≈ |p · q |.
(30)
n

x1 − xM = (M − 1)δ

(31)

δ = 2π/(M − 1).

(32)

and
(20)

where p denotes the original peak value ( the peak value of
the POC between non-scrambled signals ), i.e.,
p =max
n (rφ (n)).

x1

x1 − x2 = δ
x1 − x3 = 2δ
..
.

where qxi denotes the occurrence probability of xi .
The peak value of POC under one-time key based phase
scrambling is expressed in terms of statistical basis. From
(19), the average, λ, of the peak values of reφ (n) is deﬁned as
λ = qx1 p+qx2 p · ej(x1 −x2 ) +· · ·+qxM p · ej(x1 −xM )

φ

The condition in which A in (29) is 0 is such that A is an
(M − 1)-term geometrical series which satisﬁes

(21)

Since λ is a complex number, the real part, λre , and imaginary
part, λim of λ are given as
λre = p{qx1 +qx2 cos(x1 −x2 )+· · ·+qxM cos(x1 −xM )},
(22)
λim = p{qx2 sin(x1 −x2 )+· · ·+qxM sin(x1 −xM )}. (23)

Under (31) and (32), it follows that
1 − (ej2π/(M −1) )(M −1)
= 0.
(33)
1 − ej2π/(M −1)
Note that exp(jx1 ) = exp(jxM ) from (31) and (32).
Therefore, (28), (31), and (32) are the condition for (30).
Figures 3(a) and 3(b) show examples of members which satisfy
the condition for (30). The effect of scrambling on the POC
values can be avoided by estimating the original peak value
from the peak value of the POC under one-time key based
phase scrambling according to (30).
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A = ej2π/(M −1) ·

TABLE I
E STIMATION OF THE ORIGINAL PEAK VALUE .

x2

x2

A total of 50 one-time keys were used for evaluation. The original peak value,
p, was estimated from the observed values using (30). p = 0.8074.

δ

δ
x1 , x4

x3

x1 , x5

M

x3

x4

(a) M = 4

3

(b) M = 5
4

Fig. 3. Examples of members that satisfy the condition for (30). (a)
M = 4, i.e., {x1 , x2 , x3 , x4 } = {0, 2π/3, 4π/3, 2π}. (b) M = 5, i.e.,
{x1 , x2 , x3 , x4 , x5 } = {0, π/2, π, 3π/2, 2π}.
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estimated value
mean p̂
variance
0.8071
7.80E-06
0.8061
1.03E-05
0.8080
1.73E-05
0.8065
6.16E-06
0.8062
7.91E-06
0.8062
1.07E-05
0.8070
6.32E-06
0.8073
1.06E-05
0.8068
1.44E-05

error
|p̂ − p|
0.0003
0.0013
0.0006
0.0008
0.0011
0.0011
0.0004
0.0001
0.0006

V. C ONCLUSIONS
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Fig. 4. POC surface under one-time key based phase scrambling, where the
template is scrambled by θα1 (k1 , k2 ) ∈ {π/2,−π/2} with qπ/2 = 0.7 and
0.6, respectively. The peak value decreases according to (26).

IV. S IMULATIONS

We have presented a theoretical analysis of one-time key
based phase scrambling for POC. We have indicated a general
expression which shows the difference between the peak value
of POC in non-scrambling and that in one-time key based
phase scrambling with parameters. As a result, the peak value
of POC in non-scrambling can be estimated by POC under
one-time key based phase scrambling with all the parameters.
In addition, we have described a condition in which the peak
value of POC in non-scrambling can be estimated by POC with
one parameter. The effect of scrambling on the POC values
can be avoided in one-time key based phase scrambling.
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