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Abstract This paper proposes an efficient key generating method for access control of composite multimedia content in
which only a single key is delivered to a user. The proposed method simultaneously controls access to each medium in one
composite multimedia content in which a medium can be hierarchically encoded. This method introduces recursive hash
chains for key generation so that the number of delivered key is reduced to one. The managed key in the proposed method is

also reduced to one. -
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Fig.1 An example composite multimedia content, 2. The number of me-

X1

dia is three (X = 3) and the hierarchy depth of medium A’ is four
(N+1=4).

EEEEEEE

frame 0 frame 1 frame2 frame3 frame4 frame 5 frame 6 frame 7 frame 8 frame 9

OO0

frame 0 frame 1 frame2 frame3 frame4 frame 5 frame 6 frame 7 frame 8 frame 9
(b) 30 fps

OMOMOMONC

frame 0 frame I frame2 frame3 frame4 frame5 frame 6 frame 7 frame 8 frame 9
(c) 60 fps

frame 0 frame 1 frame2 frame3 frame4 frame 5 frame 6 frame 7 frame 8 frame 9

(d) 120 fps

K2 BEZ7L—LL—hicHid 3 BE&ELE EBET L—
LEEL) .

Fig.2 Decode of a movie in different frame rates (The shaded frames are
decoded).
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(b) The key generating algorithm. A black arrow shows an ordinary
hash function and a white arrow shows a recursive hash function.
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Fig.3 The proposed method using recursive hash chain: X =3, N+ 1 = 4.
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Fig.4 A delivered key and decryption keys for each user.
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