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Abstract. We herein propose an image matching in the scrambled do-
main for preventing illegal image matching, which is defined as a ma-
licious and intentional act conducted in order to deduce the content of
images. The phase of discrete Fourier transform (DFT) coefficients of
images is scrambled for visual protection. In addition, the magnitude
of DFT coefficients is scrambled for preventing illegal image matching.
Phase-only correlation (POC) or phase correlation can be applied di-
rectly to images in the scrambled domain for alignment and similarity.
The accuracy of POC in the scrambled domain is the same as that in
the non-scrambled domain. Simulations are presented to confirm the ap-
propriateness and effectiveness of the proposed scrambling.

Keywords: phase-only correlation, image matching, visual protection,
illegal image matching.

1 Introduction

Phase-only correlation or phase correlation, which is referred to as POC in the
present paper, is used to estimate the similarity and translation between two sig-
nals. POC in terms with Fourier transform was developed as PHAse Transform
in [I] and POC in terms with discrete Fourier transform (DFT) was proposed
by Kuglin and Hines in [2]. The concept of the POC is based on the Fourier
shift property, and the estimation of translation is extended to the estimation
of rotated and scaled values between two images by log-polar coordinate change
[B]. A number of subpixel estimation methods have been proposed [4]-[8], and
high-accuracy techniques for POC have been developed [9]. The estimation of
geometrically converted values enables POC to be an effective method for image
matching [10]-[I3]. In POC-based image matching, images are stored in the form
of images or their DFT coefficients as templates in a database. As a result, if
templates were leaked, unlike templates that consist of statistical feature of im-
ages, the contents of the templates are revealed. Generally, encrypting is used for
protection [14]-[16]. However, encrypted images require decrypting before image
matching. In addition, decrypting of a multitude of templates requires enormous
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computational complexity, and after image matching, decrypted images have to
be discarded so as not to cause a security problem. Therefore, signal processing
in an encrypted domain is desired [I7] [I§].

Based on this background, we previously proposed phase scrambling that
protects the information of the original image visually [I9] [20] for POC and
DCT sign phase correlation [21]. However, since phase scrambling protects only
the phase information, the phase scrambling does not prevent the templates from
being deduced by the magnitude of DFT coefficients (DFT magnitude) of the
templates.

In the present paper, we propose a matching system in which both the phase
information and the magnitude of DFT coefficients of templates are protected.
First, direct DFT magnitude scrambling is considered in order to show the prob-
lem of scrambling of the DFT magnitude. Next, based on the processes of image
matching, we propose a scrambling method for the DFT magnitude, in which
the phase information of the log-polar transformed DFT magnitude is scrambled.
In typical image matching system using POC, after alignment for rotation and
scaling, the matching score is calculated. In the proposed scrambling method,
not only rotated and scaled values for alignment are estimated by POC without
descrambling but also the matching score can be calculated by POC without
descrambling. Moreover, the values estimated by POC between signals which
are scrambled with the same key are mathematically ensured to be the same
as those estimated by POC between non-scrambled signals. Also, since the pro-
posed scrambling disperse the correlation peak in the case of different key, the
proposed scrambling has the effectiveness of preventing illegal image matching,
which is the malicious and intentional deduction of the content of the template
by POC. The experimental results of preventing illegal image matching show
the effectiveness and appropriateness of the proposed method.

2 Preliminary

In this section, phase-only correlation and phase scrambling are explained. Single-
dimensional notation is used for the sake of brevity. Integer values, n, ny, and ns
denote the indices of signals in the space domain, and integer values, k, k1, and ks
denote the indices of signals in the frequency domain.

2.1 Goal of the Present Study

In an image matching system composed of a multitude of templates, template
security is an important consideration. Specifically, the matching system using
POC requires templates to be hidden from view, because the POC requires the
templates to be either original images or phase information of original images.
Figure [l illustrates the relationship between the strongly protected area and
matching systems using POC. Figure [[[(a) shows a typical matching system us-
ing POC, in which the templates are visible, and a broad area that includes the
database should be strongly protected. If the templates were leaked, the origi-
nal image will be revealed. Figure [[(b) shows an encrypted template matching
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Fig. 1. Relationship between strongly protected area and matching systems using POC.
(a) Typical matching system, in which the templates are visible and result in com-
promise. A broad area that includes the database should be strongly protected. (b)
Encrypted template matching system, in which the templates are encrypted and invis-
ible. However, the decryption of each template is required in the matching process. (c)
Proposed matching system, in which the templates are scrambled and invisible. Instead
of descrambling of each template, the proposed scrambling is required for a query in
the matching process. The strongly protected area can be narrowed as suitably as the
encrypted template matching system.
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system using POC, in which each template for a query is decrypted, and after
image matching, decrypted images should be removed, although the templates
are invisible due to encryption and the strongly protected area can be narrowed.
Figure[I(c) shows the proposed matching system using POC, in which templates
are invisible and which can narrow the strongly protected area as suitably as the
encrypted template matching system shown in Fig. [{b). In addition, the pro-
posed matching system can handle the protected templates directly. As a result,
compared to the encrypted template matching system, the proposed matching
system has high processing efficiency, because the number of the scrambling op-
erations for a query is less than the number of the decrypting operations for a
multitude of templates generally, and the removal of decrypted images is not
required.

Figure 2 illustrates phase scrambling, which we proposed previously [19] [20],
for visual protection. The DFT coefficients of an image are composed of the
phase information and the magnitude. Once the inverse DFT is applied to ei-
ther the DFT coefficients or the phase information, the information of the image
is exposed, while the inverse DF'T of the magnitude of DFT coefficients is invis-
ible and does not expose the information. Based on these considerations, phase
scrambling protects the templates from important information being revealed
visually by distorting the phase information. However, since the DFT magni-
tude is untouched, the system cannot prevent the information of templates from
being deduced based on the DFT magnitude.
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Fig. 2. Phase scrambling for visual protection. Phase scrambling protects the visual
content of the original image.
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In the present paper, we consider the scrambling of the DFT magnitude and
an image matching system in which templates are invisible and POC can be
applied without descrambling. We assume that the other levels of attacks are
strongly protected, except for the case in which leakage of templates occurs.

2.2 Phase-Only Correlation (POC)

Translation. Let G;(k) be the N-point DFT coefficients of the N-point signal
gi(n) which are real numbers. The phase term, ¢¢, (k), is defined as

g, (k) = Gi(k)/|Gi(k)] = &%) (1)

where |G;(k)| denotes the magnitude of G;(k) = |G (k)|e?% (), j denotes v/—1,
and if |G;(k)| = 0, then ¢¢, (k) = 7% (%) is replaced by zero.

Let G1(k) and G2 (k) be N-point DFT coefficients of the N-point signals gq (n)
and go2(n) which are real numbers, respectively. The normalized cross spectrum,
Ry (k), is defined as

Ry(k) = ¢g, (k) - pa, (k) (2)
where ¢, (k) denotes the complex conjugate of ¢¢, (k). The POC is defined by
the inverse DFT of Ry(k) as

1 3=
re(n) = Ry(k)Wy"* (3)
k=0

[

where Wiy denotes exp(—j27/N). The translation between gi(n) and g2(n) are
estimated by the location n of the maximum correlation value v ="3* (ry(n))

2.

Rotation and scaling. In the estimation of rotated and scaled values, the
magnitude of DFT coefficients (DFT magnitude) is regarded as an image in the
space domain, and the coordinates of the DFT magnitude are mapped in log-
polar order so that the rotated and scaled values reduce to the horizontal and
vertical translations, respectively.

Let |Gi(k1,k2)| be the N x N-point DFT magnitude of the N x N-point
image g;(n1,n2). The DFT magnitude |G;(k1, k2)| is altered into a new image,
girp»(n1,n2), consisting of the same intensity values, but arranged in new posi-
tions:

Girp(n1,m2) = LP[|Gi(k1, k2)]] (4)

where LP denotes log-polar mapping. In the present paper, g;, ,(n1,n2) is re-
ferred to as the log-polar image. In practice, the intensity of the DFT magnitude
is interpolated in order to convert a digital image into an analog image in the
process of log-polar mapping.

Let g1,,(n1,n2) and g¢o,,.(n1,n2) be log-polar images of gi(n1,n2) and
g2(n1,n2), respectively. In addition, let Gy, ,(k1,k2) and G, . (k1,k2) be the
DFT coefficients of g1, (n1,n2) and go, » (n1,n2), respectively. The rotated and
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scaled values are estimated from the location of the maximum correlation value,
~vLp, of the POC, ry, . (n1,n2), between g1, ,(n1,n2) and gs, . (n1,n2), that is,

N—-1N-1
1 —n —n
T¢Lp(n1’n2) = N2 Z Z R¢Lp(k;1’k2)WN 1leVN 2ha (5)
k1=0 k2=0
where
R¢LP(k17k2) :¢Z¥1Lp(k17k2) '¢G2Lp(k17k2) . (6)

The locations ny and ng of v, ,, =.14%, 74, ,(n1,n2) correspond to the rotated
and scaled values between g1(n1,n2) and gz(n1,ns), respectively [3].

2.3 Phase Scrambling

Visual protection. Phase scrambling is accomplished by multiplying N-point
DFT coefficients of an N-point signal by the phase term of an N-point key
sequence, 0, (k), i.e., B
Gi(k) = Gy(k) - 00 (7)
Replacing G;(k) in Eq. [@) by its polar form yields
Gi(k) = |Gi(k)|d, (k) - €01 (8)
Therefore, phase scrambling affects only the phase of DFT coefficients,

b, (k) = da, (k) - €% ®) 9)

The phase scrambling in Eq. (@) protects the visual information of the origi-
nal image. In [I9] [20], the element of a key sequence is either 0 or m, which
corresponds to exp(j0) = 1 or exp(jm) = —1, respectively.

Image matching in the scrambled domain. From Eqs. @) and (@), the
normalized cross spectrum, Rg4(k), under phase scrambling is given as

Ry (k) = 6§, (k) - éa, (k)
= 05, (k)e 1 gg, (k)e/ =) (10)
If 0., (k) = 04,(k), then
e 30ay (k) | pibas(k) — 1 (11)
Therefore, from Eqs. (), (I0), and (I, we obtain
Ry(k) = Ry (k) - (12)

There is no effect of scrambling on the normalized cross spectrum in the case of
the same key sequences. That is, mathematically, the translation and the max-
imum correlation value estimated by the POC between non-scrambled signals
can be obtained from the POC between two signals which are scrambled with
the same key sequences.
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2.4 A Key Sequence and Its Update

A key sequence. The length of a key sequence is required the length of a signal,
i.e., N-point key sequence is required for scrambling of an N-point signal. The
N-point key sequence, 0,,(k), k =0,1,---, N — 1, is determined from a set U%
that consists of M-member, ©1,z2, - yzr, (M < N), i.e.,

0o, (k) € UM

1

U%z{xl,x2,~-,xM} . (13)

In two-dimensional expression, N x N-point key sequence, 0, (k1,k2), k1 =
0,1,---,N =1, ky =0,1,---, N — 1 is required for scrambling an N x N-point
signal. In [I9] [20], the element of a key sequence is in U = {0,7}, which
corresponds to exp(j0) = 1 or exp(jm) = —1. Generally, the element of a key
sequence can be set using random numbers with a key, a;. In the case of using
random numbers, phase scrambling is analogous to a stream cipher [22]. The
key space of the key sequence is determined from the size of image, N x N, the
number of members, M, and how to generate random numbers. If true random
numbers are generated, the key space is MYV*V,

The effectiveness of preventing illegal image matching is considered in terms of
probability. A large number of the cases in which the value of an element of a key
sequence is different from the value of the corresponding element of another key
sequence increases the effectiveness of preventing illegal image matching. Let two
key sequences be 0y, (k) and 6, (k), where 6., (k) € U2 and U2 = {z1,22}. Let
¢z, be the occurrence probability of 21 per element. The probability, Q2(q, , ¢z ),
that satisfies 04, (k) = 04, (k) for any k is given as

’1

1
Qe tr a0y (0 -a0=2 (0 )by - ()

Therefore, Q2(qz;,4z,) gives the minimum value of 1/2 when g5, = 0.5. The
effectiveness of preventing illegal image matching with g, = 0.5 will be shown
in Section 4.
Next, a set with AM-member Uaﬁ\f is considered. We assume that each occur-
rence probability ¢,, 7 =1,2,---, M is the same. The probability, Qs (¢z,, Gy,
-+, Q. ), that satisfies 0, (k) = 0, (k) for any k is given as
1 1

=M= (15)

QM(qznq:cQa Ty qu) Qo) =Qao=""=0ay, M2 M

A large number of members in a set enhances the effectiveness of preventing
illegal image matching with respect to coincident probability [23].

Update of a key sequence. The key sequence is renewable. At regular inter-
vals or when the database has been accessed illegally, the key sequence can be
renewed, and the templates can be updated without descrambling. The updated
key sequence 6, (k) is given by the addition of new key sequence 7, (k) as

alm(k) = eab(k) + N, (k) : (16)
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For instance, the phase term protected 1tiy scrambling with key sequence 0, (k)
can be updated directly by multiplying ¢;(k) = ¢;(k)e??: %) by exp(jna, (k)):

= ¢i(k)€j9‘;i(k) . (17)

The updated key sequence, 6;, (k), is used for a query in the matching process
after updating the templates.

3 Scrambling for the DFT Magnitude

We propose a scrambling method for the DFT magnitude, in which the phase
information of log-polar image is scrambled, in order to prevent illegal image
matching.

3.1 Direct DFT Magnitude Scrambling

In order to clarify the problem of scrambling of the DFT magnitude, direct
DFT magnitude scrambling is introduced. Direct DFT magnitude scrambling is
based on an analogy of phase scrambling. Direct DFT magnitude scrambling is
accomplished by multiplying the N x N-point key sequence rg, (k1,k2) by the
DFT magnitude, where rg, (k1, k2) € IR and IR denotes a set of real numbers.
In direct DFT magnitude scrambling, the scrambled DFT magnitude,

Gi(k1, k), is given as

Gi(ki, k2) = |Gi(ky, k2)| - 7, (K1, k2) (18)
From Eq. (@), the scrambled log-polar image g;, » (n1,n2) is given as
Girp(n1,m2) = LP [|Gi(k1, k2)| s, (K1, k2)] (19)

If rg, (k1, k2) is a constant, C;, for all k1 and ko, then g;, . (n1,n2) is expressed
as

Girp(n1,n2) = Cigiy p(n1,m2) - (20)

In this case, the normalized cross spectrum Emp(kl, k2) between g1, ,(n1,n2)
and ga, » (n1,n2) is equal to Ry, .. (k1, k2). In other words, illegal image matching
is not prevented. Moreover, if 7g,(k1, k2) is not a constant, then g;, ,(n1,n2)
cannot be expressed by the non-scrambled log-polar image, g;, . (n1, n2), because
of the practical limitation that occurs as a result of the interpolation applied
during transformation into log-polar coordinates. Even if interpolation does not
affect the log-polar mapping, the scrambling of a log-polar image cannot be
canceled by the scrambling with the same key sequence. Namely, the rotation
angle and scale factor cannot be estimated correctly by POC under scrambling.
Therefore, direct DFT magnitude scrambling is not useful in achieving our goal.
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3.2 Phase Scrambling of Log-Polar Image

We propose a scrambling method for the DFT magnitude, which involves scram-
bling the phase information of a log-polar image that is converted from the DFT
magnitude. Theoretically, the proposed method not only ensures the same values
estimated by POC between non-scrambled images but also reduces the compu-
tational load for descrambling of templates in a system.

Let G;, »(k1, k2) be the N x N-point DFT coefficients of N x N-point log-polar
image ¢i, »(n1,n2). The scrambled DFT coefficients, G;, , (k1, k2), are obtained
by multiplying G;, . (k1, k2) by the phase term of an N x N-point key sequence
O, (k1 k2):

éiLP (kla k2) = GiLP (klv kQ) : ej95i (k1,k2) . (21)

The normalized cross spectrum ﬁmp(kl, ky) between Gi,,(ki,ks) and
Ga, p(k1, k2) is given as

Emp(kh ko) = ¢’élLP (K1, kz)e—j(wl (k1,k2) | ¢G2LP (K1, k2)ej952(k1,k2) . (22)
If 951 (kil, /{iz) = 9g2 (kil, /{iz), then
E¢LP (klﬂ k2) = R¢LP (/ﬁ, kQ) . (23)

As long as the same interpolation method is used, the relative rotated and scaled
values are preserved. In addition, the proposed method protects templates from
illegal image matching.

The proposed scrambling is to scramble both phase information and DFT
magnitude of an image. Figure Bl summarizes the steps of the proposed scram-
bling.

9a, (k1,k2) C;G,(kyb)

scrambled
phase phase
term data ~
gi(n1,n2) Q%hb/ (SPD) ba., (B ks)  9Gi,, (k1 k2)
scrambled
; » DFT hase scrambling with key (¢; phase »|| magnitude
image Coeff. P 9 4 term data
\|G1(k1¢k2)\ Gipp(n1,n2) G“l,,(kl,kz)/v (SMD)
DFT- »| log-polar »| DFT phase scrambling with key Bz
magnitude image Coeff.
‘1'""""':
| DFT- |
| magnitude !
! 1
! |

Fig. 3. Proposed scrambling. The DFT coefficients of an image are separated into the
phase term and the DFT-magnitude. The phase term is directly phase-scrambled to
obtain the scrambled phase data (SPD) with a key, «;, while the DFT magnitude is
transformed into a log-polar image, and the phase term of the log-polar image is phase-
scrambled to obtain the scrambled magnitude data (SMD) with a key, 3;. The SPD
and SMD can be used for POC.
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3.3 System Model

Figure[d shows a model of a system. The system has two main processes, namely,
the template generation process and the image matching process. The steps of
these two main processes are explained below.

Template generation process. Images are stored as templates in a database
through the proposed scrambling. All templates registered in the database are
scrambled by independent key sequences. Note that an independent key may be
managed by individual.

The steps are as follows:

1. The DFT is applied to an image to obtain the DFT coefficients.

2. The phase term of the DFT coefficients is phase-scrambled with a key, a;,
to obtain the scrambled phase data (SPD).

3. The DFT magnitude, as shown in Fig. Blb), is converted into a log-polar
image (see Fig. Blc)).

4. The DFT is applied to the log-polar image to obtain the DFT coefficients.

key O e matcher!
_h V A\
- | scrambling _ POC
qu;ry for SMD | between SMD

\

_ POC
” | between SPD

scrambling
for SPD

\

decision

Fig.4. System model (correction of rotation and scaling is required). When the
database is queried, the scrambling for SMD is applied to a query, and POC between
the SMD of the query and that of a template is calculated for correction of rotation
and scaling of the query. After the corrected query is scrambled to obtain the SPD, the
POC between the SPD of the corrected query and that of the template is calculated
to obtain the matching score.
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a) original image  (b) DFT-magnitude (c) log-polar image
of the original image of the original image

\
rd
rd

) rotated image  (e) DFT magnitude (f) log-polar image
of the rotated image of the rotated image

Fig.5. Rotated image and log-polar image. (a) 512 X 512 monochrome image. (b)
DFT magnitude of (a). (c) Log-polar image of (b). (d) Rotated image of (a). (e) DFT
magnitude of (d). (f) Log-polar image of (e).

5. The phase term of the DFT coefficients of the log-polar image is phase-
scrambled with a key, 3;, to obtain the scrambled magnitude data (SMD).
6. The SPD and SMD are stored as a template.

Image matching process. The image matching process consists of alignment
steps and matching steps. The alignment steps are performed in order to align
a query or to call a template for matching steps in the database. The matching
steps are performed in order to obtain the maximum correlation value used as a
matching score.

Alignment steps

1. The DFT is applied to a query to obtain a DFT magnitude (see Fig. [l (e)).

2. The DFT magnitude is transformed into a log-polar image (see Fig. [l (f)).

3. The DFT is applied to the log-polar image to obtain the phase term of the
DFT coefficients of the log-polar image.

4. The phase term is phase-scrambled with key /3; to obtain the SMD.

5. The POC between the SMD of the query and that of a template is calculated
to estimate the rotated and scaled values.

6. The query is aligned by the estimated values to generate the corrected query.

In a typical matching system using POC, after alignment for rotation and
scaling, the matching score is calculated. Therefore, among the alignment steps
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mentioned above, Step 4 is the only additional step for the proposed
scrambling.

Matching steps

1. The DFT is applied to the corrected query to obtain the DFT coefficients.

2. The phase term of the DFT coefficients is scrambled with key «; to obtain
the SPD of the corrected query.

3. The POC between the SPD of the corrected query and that of the template
is performed to obtain the maximum correlation value.

As compared to a typical matching system using POC, Step 2 is the only addi-
tional step for the proposed scrambling.

4 Simulation

In the following simulations, N x N-point key sequences 0, (k1, k2) and 83, (k1, k2)
were determined from a two-member set U72r/2 = {n/2,—m/2} in Eq. (I3). The
occurence probability x, o was 0.5.

4.1 Image Matching under the Proposed Scrambling

Image matching between two images, namely, a template and a query, was per-
formed using POC. The query shown in Fig.[6(b) is generated from the template,
which is the 256 x 256 8-bit monochrome image shown in Fig. [6la), by transla-
tion, rotation and scaling, in which the rotation angle, ¢, was five degrees and
the scale factor, s, was 0.95. The POC between the template and the query was
calculated in order to estimate the rotation angle and the scale factor. The esti-
mated rotation angle, qZ), and scale factor, §, were 4.941 and 0.947, respectively.
After correcting the query using qg and §, the POC between the template and
the corrected query was calculated in order to obtain the maximum correlation
value. The maximum correlation value, v, was 0.495.

Next, the template was scrambled to obtain the SPD by Eq. (@) and SMD by
Eq. 2I) with the key sequences 0, (k1, k2) for SPD and 0, (k1, k2) for SMD. Fig-
ure[6f(c) shows the scrambled phase-only image of the template that is the inverse
DFT of the SPD of the template. We can confirm that the original information
of the template cannot be deduced by SPD. After the query was scrambled with
the key sequence 6, (k1,k2) to obtain the SMD, the POC between the SMD
of the template and the SMD of the query was performed. Figures [[(a) and
[[(b) show the POC surface between the SMDs with the same key sequences and
the POC surface between the SMDs with different key sequences, respectively.
In the case of using the same key sequences, i.e., 0, (k1,k2) = 0g,(k1,k2), the
estimated rotation angle under scrambling, @, and the estimated scale factor
under scrambling, s, were 4.941 and 0.947, respectively, i.e., p = ¢ and s = §.
We confirmed that the POC surface between the SMD of the template and the
SMD of the query and the POC surface between non-scrambled images were
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(a) template (b) query (head) (c) scrambled phase-only (d) query (liver)
image of image (a)

Fig. 6. Test images. (a) 256 x 256 8-bit monochrome image. (b) Image generated from
(a) by translation by five pixels in the horizontal and vertical directions, rotation by five
degrees about the center of the image, and scaling by 0.95. (c) Scrambled phase-only
image of (a). (d) 256 x 256 8-bit monochrome image.

Topp(n1,n2) Topp(n1,n2)
015 015

01 01

0.05 0.05

_ ) 200
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(a) with the same key sequences (b) with different key sequences.

Fig. 7. POC surface between the SMDs with the same key sequences and the SMDs
with different key sequences. (a) When 03, (k1, k2) = 03, (k1, k2), a distinct peak ap-
pears on the POC surface. (b) When 603, (k1, k2) # 03, (k1, k2), no distinct peak appears
on the POC surface.

identical as derived in Eq. (23). In the case of using different key sequences, i.e.,
05, (k1, ko) # 03, (k1,k2), P and s were 32.4 and 3.03, respectively, i.e., ¢ # ¢ and
§ # & The rotation angle and scale factor could not be estimated correctly in
the different key sequences. On the other hand, when only the phase information
was scrambled, the POC surface under scrambling and the POC surface under
non-scrambling were identical, although different key sequences were used.
After the query was corrected by ¢ and s, the corrected query was scrambled
with the key sequence, 04, (k1,k2), to obtain the SPD. The POC between the
SPD of the template and the SPD of the corrected query was then performed.
Figure[8 shows the POC surface between the SPDs with the same key sequences,
in which the maximum correlation value under scrambling 7 was 0.495, i.e.,
v = . The POC surface between the SPDs shown in Fig.[§land the POC surface
between non-scrambled images after correcting were identical. The proposed
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Fig. 8. POC surface between the SPDs with the same key sequences. A distinct peak
appears on the POC surface. The POC surface between the SPDs and the POC surface
between non-scrambled images after correcting were identical.

scrambling does not affect the values estimated by POC as derived in Eq. (12)
mathematically, and has the effectiveness of preventing illegal image matching.
The time for single scrambling was 18.7% of the time for single POC between
two images, where the time was the average of 100 operations.

4.2 Effectiveness of Preventing Illegal Image Matching

The rotation angle and the scale factor were estimated by the POC between
the SMD of the template and the SMD of the query. A total of 1000 different
key sequences were used. The template shown in Fig. Bla) was scrambled with
03, (k1,k2) to obtain the SMD of the template. The query was rotated by ¢
degrees, scaled by s and scrambled with 6g,(k1,k2), ¢ = 1,2,---,1000 where
0, (k1,k2) # 03, (k1, k2) to obtain the SMD of the query. ¢ and § are calculated
from the location of the maximum correlation value under scrambling, v, ..

Figure [@(a) shows 1000 sets of ¢ and § when Fig. [6(b) was used as the query
where ¢ = 5 and s = 0.95, and Fig. B(b) shows 1000 sets of @ and 5 when Fig.
6l(d) was used as the query where ¢ = 5 degree and s = 0.95. The dispersion of
1000 sets shown in Fig. @(a) in which the query was the same as the template
was similar to the dispersion of 1000 sets shown in Fig.[Q(b) in which the query
was different from the template. Therefore, we can conclude that the proposed
scrambling has the effect of preventing illegal image matching by POC in order
to deduce the template. Figures [(c) and [@(d) show the magnification of Figs
[Q(a) and @Ib), respectively. There was no point in which g = ¢ and 5§ = 5. In
addition, 7,, around the specified values (¢ and s) were less than 25 % of the
maximum correlation value under non-scrambling, v, ..

Figures [[0((a) and M0(b) show the magnification of 1000 sets of ¢ and § esti-
mated by the POC of the SMD of the template with the SMD of the query (head)
and with the SMD of the query (liver), respectively, where ¢ = 10 and s = 1.05.
Figures[I0(c) and [[0(d) show the magnification of 1000 sets of ¢ and § estimated
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Fig. 9. Effectiveness of preventing illegal image matching (¢ = 5 and s = 0.95). A total
of 1000 different key sequences are used. The '+’ plots denote that 7, . is greater than
or equal to 10% of v, , and less than 25% of v, . (a) 1000 sets of ¢ and s estimated
by the POC of the SMD of the template with the SMD of the query (head). (b) 1000
sets of ¢ and s estimated by the POC of the SMD of the template with the SMD of
the query (liver). (¢) Magnification of (a). (d) Magnification of (b).

by POC of the SMD of the template with the SMD of the query (head) and with
the SMD of the query (liver), respectively, where ¢ = 0 and s = 1.

The histograms of ¢ and § in Figs. @(a), I0(a), and [0(c) are shown in Figs
[I(a), MIb), and [Ic), respectively. When ¢ = 5, the mean and variance of
the estimated rotation angle are 91.6 degrees and 2817.5, respectively. When

0.95, the mean and variance of the estimated scale factor are 1.41 and
1.0869, respectively. When ¢ = 10, the mean and variance of estimated ro-
tation angle were 90.0 degrees and 2709.6, respectively. When s = 1.05, the
mean and variance of estimated scale factor are 1.34 and 0.9972, respectively.
When ¢ = 0, the mean and variance of the estimated rotation angle are 101.4
degrees and 2625.5, respectively. When s = 1, the mean and variance of the esti-
mated scale factor are 1.30 and 0.9436, respectively. From these results, the mean
and variance resemble the other mean and variance, and have no outstanding
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Fig. 10. Effectiveness of preventing illegal image matching (¢ = 10, s = 1.05 and
¢ =0, s =1). A total of 1000 different key sequences are used. The x’ plots denote
that 74, is less than 10% of v, . The '+’ plots denote that ~,, is greater than or
equal to 10% of v, , and less than 25% of v, ,. (a) Magnification of 1000 sets of ¢
and § estimated by the POC between the SMD of the template and the SMD of the
query (head) (¢ = 10, s = 1.05). (b) Magnification of 1000 sets of ¢ and s estimated
by the POC between the SMD of the template and the SMD of the query (liver)
(¢ = 10, s = 1.05). (c) Magnification of 1000 sets of ¢ and s estimated by the POC
between the SMD of the template and the SMD of the query (head) (¢ =0, s = 1).
(d) Magnification of 1000 sets of ¢ and s estimated by the POC between the SMD of
the template and the SMD of the query (liver) (¢ =0, s = 1).

characteristic. Therefore, it is difficult to deduce the template by POC using local
images. We can confirm the effectiveness of preventing illegal image matching of
the proposed method.

4.3 Histogram of the DFT Magnitude

Figure[[2lshows three histograms for the process of generating SMD. The intensity
is normalized. Figure [[2[a) shows the histogram of the DFT magnitude of the
image shown in Fig.[6l(a). Figure[[2(b) shows the histogram of the log-polar image
mapped from [[Z(a). The histogram is changed by log-polar mapping, in which
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Fig. 11. Histograms of ¢ and s estimated by the POC between the SMD of the template
and the SMD of the query (head). (a) ¢ = 5 and s = 0.95. The mean and variance
of the estimated rotation angle are 91.6 degrees and 2817.5, respectively. The mean
and variance of the estimated scale factor are 1.41 and 1.0869, respectively. (b) ¢ = 10
and s = 1.05. The mean and variance of estimated rotation angle are 90.0 degrees
and 2709.6, respectively. The mean and variance of estimated scale factor are 1.34 and
0.9972, respectively. (¢) ¢ = 0 and s = 1. The mean and variance of the estimated
rotation angle are 101.4 degrees and 2625.5, respectively. The mean and variance of
the estimated scale factor are 1.30 and 0.9436, respectively.
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Fig. 12. Histograms for the process of generating SMD. The intensity is normalized.
(a) DFT magnitude of the template. (b) Log-polar image. When DFT magnitude is
mapped into a log-polar image, the histogram is changed due to interpolation and
unused points. (c) Inverse DET of the absolute value of the SMD. Since the SMD is
generated from the phase information of the log-polar image, it is difficult to deduce
(a) from (c).

interpolation is performed and a number of points in the DFT-magnitude are not
used. Figure[I2](c) shows the histogram of the inverse DFT of the absolute value of
the SMD. Since the SMD is generated from the phase information of the log-polar
image, the characteristics of the DFT magnitude is hidden, and it is difficult to
deduce Fig.[[2(a) from Fig.T2(c) except for phase-based matching. The proposed
scrambling is confirmed to protect the DFT magnitude of an image.

5 Conclusion

We have proposed a scrambling method for the DFT magnitude and an im-
age matching system. After describing the problem of scrambling for the DFT
magnitude by direct DFT magnitude scrambling, we have shown that the scram-
bling of the transformed DFT magnitude is effective in preventing illegal image
matching. We have shown mathematically that POC can be directly applied
to images in the proposed scrambled domain and that the same values under
non-scrambling are obtained from the proposed scrambled domain. The preven-
tion of illegal image matching was evaluated through simulations to show the
effectiveness of the proposed method.
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