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Abstract—This paper proposes a scheme of separable re-
versible information hiding (RIH) for encrypted images (EIs)
in which hidden information can be extracted from an EI
carrying information without image decryption. The proposed
scheme firstly encrypts an image and simultaneously prepares
room for RIH by two permutation ways. Information are, then,
hidden into the EI by a RIH technique, and the EI carrying
information is sent to a receiver. According to keys which the
receiver has, he/she is allowed to take seven different actions,
whereas the conventional scheme offers only three. This feature
of the proposed scheme extends applicable scenarios. Moreover,
the proposed scheme always recover the original image, whereas
the conventional scheme sometimes fails to do.

I. INTRODUCTION

Information hiding (IH) has been studied for not only
security-related problems [1] but also non security-oriented
issues [2]. An IH technique embeds information referred to
as a payload into a target signal that is called as the original
signal. It, then, generates a slightly distorted signal carrying
the payload which the signal is referred to as a stego signal.

Many of IH techniques extract the hidden payload from the
stego signal but leave the stego signal as it is. In military
and medical applications, restoration of the original signal as
well as extraction of the hidden payload are desired [3], so
reversible ITH (RIH) schemes that recover the original signal
have been proposed [3]-[5]. This paper focuses on RIH.

In some applications, both IH and image scrambling or
media-aware encryption are desired, and the simplest solution
is that two technologies are applied to an image cascadingly.
In this simple approach, however, image decryption is required
to extract the hidden payload or vice versa according to the
order of application [6], i.e., non-separable [7], [8].

This paper proposes a scheme of RIH in encrypted images
(Els) in which either payload extraction or image decryption
is applicable to an encrypted-and-stego image, i.e., separa-
ble [8]. By introducing histogram and spatial permutation,
the proposed scheme takes a hierarchy in an organization
into account, whereas the conventional scheme does not [8].
Moreover, the proposed scheme always recovers the original
image, while the conventional scheme sometimes fails to do.

II. CONVENTIONAL SCHEME

This section reviews the conventional scheme of separable
RIH in EIs [8] to clarify the problem focused in this paper.

This scheme [8] firstly encrypts an original image by XOR
with pseudo random (PR) bits. All pixels in the EI are,
then, permuted and are equally divided into groups, excepting
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Fig. 1. Proposed scheme.

pseudo-randomly (PRly) selected o pixels. Finally, the scheme
hides a payload into the EI; Parameters with o-bits are placed
over the LSBs of PRly chosen pixels, and the original state of
the chosen a pixels and the payload are placed over 3 of less
significant bits of y pixels in grouped pixels.

With the IH key, a receiver extracts o-bits parameters and
the payload from the encrypted-and-stego image. A receiver
having the encryption key gets a decrypted image by XOR
with PR bits in which 8 of less significant bits of y pixels in
each group are not restored. A receiver with both keys extracts
the payload and recovers the original image. This scheme,
however, only estimates the original state of Sy bits, so this
scheme sometimes fails to recover the original image.

Two major problems of this scheme are following. 1) It
is assumed that the receiver who needs the payload alone
needs the original image. Many organizations, however, have
a hierarchy, and access control with multiple levels [9] is
desired. 2) The original image is not always recovered. It is
dysfunctional in applications where RIH is needed.

ITI. PROPOSED SCHEME
A separable RIH scheme in EIs shown in Fig. 1 is proposed
here which the scheme takes a hierarchy into account.
A. Sender Side

From X x Y-sized original image f = {f(x,y)} with Q-
bit pixels, tonal distribution h = {h(v)} is obtained to find
Vmax = argmax, A(v) and vy, = argmin, A(v). A location map
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indicating position of pixels with vy, is derived, and vy,’s in
f are replaced by v,y to form modified image ' = {f'(x,y)}.
Histogram permutation table Thig = {fise(v)} is generated
by a PR number generator (PRNG) with key Kcpc pist Where
thist (Vmin) = fhist (Vmax) — 1, and f’ is permuted with Ty to get
histogram permuted image p = {p(x,y)}. Image p is permuted
with spatial permutation table Tgp, = {tspa(x,y)} obtained
by a PRNG with key Kencspa t0 generate encrypted image
c = {c(m,n)} where (m,n) = Tqpa(x,y).

From ¢, tonal distribution d = {d(a)} is obtained to find
amax = argmax,d(a). L-bits payload w = {w(l)} is interleaved
by table Thige = {thide<l)} derived by a PRNG with key Kpiqe
where thige(!) € {0,1,...,d (amax) — 1} and hidden to ¢ based
on a RIH technique [5] where L < h(Viax) = d (Gmax ), and
encrypted-and-stego image ¢ = {é(m,n)} is obtained.

B. Receiver Side

A receiver who knows apay and Kp;ge e€xtracts w from ¢ but
he/she never get either original image, a decrypted image, or
a partially decrypted image. A receiver having Kepc spa Obtains
partially decrypted image p = {p(x,y)} where P is spatially
decrypted but still encrypted with histogram permutation. One
who has Kenc spas and This gets decrypted image ¥ = { f'(x,y)}
where f' is visible but is still distorted by hiding w. One
having Kenc spa> Thist, the location map, viax, and vy, recovers
original image f. A receiver knowing amax, Khige» Kenc,spas Thists
the location map, vmax, and vy, gets w and f.

C. Features

The proposed scheme has two features; taking a hierarchy
into account and always recovering the original image. The
former is achieved by histogram permutation and spatial
permutation. A decrypted-and-stego, a partially decrypted, a
decrypted, and the original images are in the proposed scheme,
i.e., four privilege levels are taken into account, whereas the
conventional scheme [8] considers only two. The latter is
actualized by using a complete RIH technique [S], whereas the
conventional scheme sometimes fails to recover the original.

IV. EXPERIMENTAL RESULTS

Seven 512 x 512-sized color images from USC-SIPI
database are converted to 8-bit grayscale images for evaluation.
Payload size L is set to & (vmax) and parameters of the con-
ventional scheme [8] are chosen to maximize the peak signal-
to-noise ratio (PSNR) of decrypted and recovered images.

Table I shows the embedding rate and the averaged PSNR
for decrypted and recovered images of the proposed and
conventional schemes. It is confirmed that the conventional
scheme serves visually lossless decrypted images whereas the
proposed scheme does remain noise to them. On the other
hand, the proposed scheme perfectly recovers the original
image, whereas the conventional scheme fails to do.

Figure 2 shows an example by the proposed scheme. It is
confirmed that the encrypted and encrypted-and-stego images
are unrecognizable and that the shape of content in the partially
decrypted image is recognizable for human visual system.

TABLE I
COMPARISONS BETWEEN THE PROPOSED (PROP.) AND CONVENTIONAL
(CONV.) [8] SCHEMES.

Embedding Averaged PSNR [dB]
Image rate Decrypted Recovered
L/XY [bpp] | Prop. | Conv. | Prop. | Conv.
Splash 0.027 28.05 | SI.15 oo 51.27
Tiffany 0.020 22.50 | S51.12 oo 51.23
Baboon 0.012 31.28 | 51.14 oo 51.16
Lena 0.012 3334 | 51.13 oo 51.20
F-16 0.036 39.49 | 51.13 oo 51.30
Sailboat 0.016 3499 | 51.14 oo 51.18
Peppers 0.012 31.81 | 51.14 oo 51.18
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Fig. 2. (a) Original Lena, (b) its encrypted version, (c) the encrypted-and-
stego image with embedding rate 0.012 [bpp], (d) the partially decrypted
image in which the contour lines are visible, (e) the decrypted image which
does be distorted (PSNR: 33.38 dB), and (f) the recovered image.

V. CONCLUSIONS

This paper proposes a new scheme of separable RIH in
Els to take a hierarchy into account. In addition, this scheme
always recovers the original image, whereas the conventional
scheme sometimes fails to do.

Further works include making the proposed scheme com-
mutative [10].
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