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Abstract—This paper proposes a copyright- and privacy-
protected image trading system where consumer’s information
is fingerprinted into an encrypted image by a trusted third
party. Distinctly from the latest copyright- and privacy-protected
image trading systems, this paper proposes a more practical and
effective image trading system in which image compression by
JPEG 2000 is introduced. By applying random signs to discrete
wavelet transformed (DWTed) coefficients of an image, where
DWT is used in JPEG 2000, the image is visually protected
as well as amplitude-only images in the latest systems. Only
a seed number which is input to the pseudo random number
generator is shared between a content provider and a consumer,
whereas they share an extra image in conventional systems. The
experimental results show that the proposed method is superior to
the latest copyright- and privacy-protected image trading system
combined with JPEG 2000 in terms of compression performance.
In addition, the experimental results confirm the effectiveness of
the proposed method in terms of fingerprinting performance.
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I. INTRODUCTION

There is much research on applying discrete Fourier trans-
formation (DFT) to signals. Phase components of signals are
used for delay estimation [1] and image registration [2], [3],
and the components are further used for inpainting [4] and
image matching [5], [6]. On contrary, amplitude components
are used for rotation angle estimation and scaling parameter
estimation [7], [8]. Recently, amplitude- and phase-only im-
ages which are inversely discrete Fourier transformed (IDFTed)
amplitude and phase components, respectively, are used in the
image trading system [9], [10].

In copyright- and privacy-protected image trading sys-
tems [9], [10] to which amplitude-only image (AOI) has
been introduced, a content provider (CP) divides the image
purchased by a consumer into two parts: the AOI and the
phase-only image (POI). The AOI is sent from the CP to a
trusted third party (TTP) for fingerprinting before being passed
to the consumer, whereas the POI is directly sent from the CP
to the consumer as a key to reconstruct the purchased image.
The copyright of the purchased image is protected by digital
fingerprinting, and the consumer’s privacy is protected because
the AOI is visually protected.

The AOI in [9], [10], however, is the summation of zero
phase cosine signals with various amplitudes and frequencies,
so its intensity range (IR) is quite wide comparing to that
of the original image. To store and transmit the AOI, an
IR reduction method for AOIs using random sign assign-
ment (RSA) was proposed in [11]. In generating AOIs using

RSA, symmetric random signs are applied to discrete Fourier
transformed (DFTed) coefficients so that IRs are significantly
reduced. However, the purchased image is still divided into
two parts (the AOI and the POI) which consume memories
and bandwidths. The CP still needs to share one image with
the same size as the purchased image to the consumer, and the
consumer also needs to receive another image with the same
size from the TTP. Moreover, the image compression has not
been considered in the previous works. Therefore, the systems
have not been really practical yet.

Distinctly from latest works [9]–[11], this paper proposes
a more practical and effective image trading system in which
image compression by JPEG 2000 [12] is introduced. By ap-
plying random sign to discrete wavelet transformed (DWTed)
coefficients of an image, where DWT is used in JPEG 2000,
the image is visually protected as well as the AOI in the
latest systems. Only a seed number which is input to a pseudo
random number generator (PRNG) is shared between the CP
and the consumer, whereas they share an extra image in
conventional systems. The experimental results show that the
proposed method is superior to the conventional method com-
bined with JPEG 2000 in terms of compression performance.
In addition, the experimental results confirm the effectiveness
of the proposed method in terms of fingerprinting performance.

The rest of this paper is organized as follows. Section II
presents the latest copyright- and privacy-protected image
trading system [9], [10], and the image trading system with
RSA [11]. Section III proposes a more effective and practical
image trading system. Experimental results are shown in
Section IV. Finally, Section V concludes this paper.

II. PREVIOUS WORKS

A. Image Trading System

Figure 1 shows the image trading system using AOI
proposed in [9], [10]. The image is firstly transformed to the
DFTed domain. Phase components and amplitude components
are subsequently extracted. The inverse DFT (IDFT) is applied
to the phase components and the amplitude components to ob-
tain the POI and the AOI, respectively. Because the POI reveals
the original image as shown in Fig 2, it is sent from the CP
to the consumer as a key to reconstruct the purchased image.
While the AOI which is unintelligible is sent from the CP to
the TTP for fingerprinting before being sent to the consumer.
The consumer receives the POI and the fingerprinted AOI, and
he/she transforms them to the DFT domain to obtain phase
components and fingerprinted amplitude components. Then
the fingerprinted image is constructed by combining these
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Fig. 1. The latest copyright- and privacy-protected image trading system using AOI [9], [10] (2D DFT: two dimensional discrete Fourier transformation, 2D
IDFT: two dimensional inverse DFT, Q: quantization, Q−1: inverse quantization).
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Fig. 2. (a) original image f (x,y), (b) amplitude components |F(u,v)|, (c) phase φ(u,v), (d) AOI A(x,y) in ln scale, (e) POI P(x,y), (f) histogram of A(x,y),
and (g) histogram of P(x,y). The IR and the IR width of (d) are [49.6,4868.8] and 4819.2, respectively, whereas those of (a) are [0,255] and 255, respectively.

Fig. 3. RSA improves the latest copyright- and privacy- protected image trading system using AOI [11] (RSA: random sign assignment, PRNG: pseudo random
number generator, ABS: absolution).

components and performing the IDFT. That is the consumer
obtains the fingerprinted image while the consumer’s privacy
is protected.

The image trading system proposed in [9], [10], however,
is impractical, because the POI and the AOI should be clipped
or quantized to desired bit depths for storing and transmitting.
Since the AOI has quite wide IR; about twenty times wider
than that of the original image as shown in Fig 2, by applying
clipping or quantization directly to the AOI, numerous errors
are introduced. By scaling and quantization combination, the
quality of the AOI is degraded, because of the identity of the
histogram of the AOI as shown in Fig 2 (f).

B. Image Trading System with Random Sign Assignment

RSA [11] has been proposed for reducing IRs of AOIs.
As shown in Fig. 3, in generating the AOI, symmetric random
signs are multiplied to amplitude components before applying
IDFT. The IR of the AOI generated by using random signs
is significantly narrower while keeping the invisibility of the
AOI.

However, the purchased image is still divided into two parts
that consumes memories and bandwidths. In addition, the AOI
and the POI are still required to be quantized. Moreover, the
image compression has not been considered. Therefore, the
system has not been really practical yet.
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Fig. 4. Proposed copyright- and privacy-protected image trading system with
JPEG 2000 (JP2: JPEG 2000, DWT: discrete wavelet transformation).

Fig. 5. Scrambling.

III. PROPOSED METHOD

This section proposes a new copyright- and privacy-pro-
tected image trading system with image compression by JPEG
2000 [12], where a visually protected image is fingerprinted as
shown in Fig. 4. The proposed method makes the purchased
image invisible by scrambling DWT signs in a JPEG 2000
encoding as shown in Fig. 5. At the CP side, a random matrix
which includes 1 and −1 and is generated by a PRNG is
multiplied to quantized DWTed coefficients before arithmetic
coding. Descrambling at the consumer side can be performed
simply by using the same random matrix as shown in Fig. 6.
Superiorly to the conventional methods, only a random seed
is shared between the CP and the consumer as a key in the
proposed method. In decompression, clipping and rounding is
performed after IDWT to ensure that the decoded image is in
the same intensity range with the original image and includes
only integers.

IV. EXPERIMENTAL RESULTS

This section includes experimental results and discussions.
The experiment is divided into four parts. In the first part,
the invisibility of visually protected images are confirmed.
The second part of the experiment shows intensity ranges of
visually protected images. For the third part, the proposed
method is compared with the latest method [11] combined

Fig. 6. Descrambling.

with JPEG 2000 in terms of compression performance. Lastly,
the effectiveness of the proposed method is confirmed in terms
of fingerprinted image quality and fingerprinting performance.

For the latest method [11] combined with JPEG 2000,
discrete cosine transformation (DCT) is used instead of the
DFT as shown in Fig. 7, because DCT signs can be handled
perfectly by a binary image without quantization. Therefore,
only the DCT AOIs are clipped and rounded at 8 bits per
pixel (bpp). For the proposed method, clipping and rounding
is also performed in JPEG 2000 decompression. Five images
from [13]–[17] which are shown in Fig. 8 are used in the
experiments.

A. Invisibility

Figure 9 confirms the invisibility of visually protected
images generated by the proposed method when lossless
compression and decompression without clipping and rounding
are used. It confirms that the proposed method simply makes
images as unintelligible as those AOIs generated by the con-
ventional method shown in Fig. 10.

B. Intensity Range

IRs of visually protected images are investigated, because
scrambling the image by multiplying a random matrix to the
quantized DWTed coefficients in the proposed method makes
the intensities of the image changed. IR width, which is defined
as the difference between the maximum intensity and the
minimum intensity which exist in the image, is considered.

Table I and table II show IRs of AOIs generated by the
conventional method without clipping and IRs of visually
protected images generated by the proposed method when
lossless compression and decompression without clipping are
used, respectively. The results show that the proposed method
is superior to the conventional method in terms of IR reduction.

C. Compression Performance

In this part, fingerprinting is omitted to focus on the
compression performance of the latest method combined with
JPEG 2000 and the proposed method in 3 situations. The first
situation is that, there are only the CP and the consumer in the
image trading system. The second and the third situations are
that, the image trading system also includes the TTP. In the
second case, lossy compression is performed by the CP and
lossless compression is performed by the TTP. In the third
situation, both compressions are lossy compression.

Figure 11 compares compression performances without
fingerprinting between the proposed method and the latest
method combined with JPEG 2000 by rate-distortion (R-D)
curves. The horizontal axis represents the compressed bit rate
which is the averaged bit depth of the visually protected JPEG
2000 codestream. The results show that the proposed method is
superior to the latest method combined with JPEG2000 in any
situation, because most of visually protected images generated
by the proposed method have lower IRs than those of the AOIs
generated by the conventional method. As mentioned above,
IRs of AOIs are clipped and rounded before compression.
The proposed method achieves the infinite PSNR in the first
case for lossless compression, while the conventional method
combined with JPEG 2000 never achieves the infinite PSNR.
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Fig. 7. The latest method combined with JPEG 2000 (2D DCT: two dimensional discrete cosine transformation, IDCT: two dimensional inverse discrete cosine
transformation).

(a) Boat.

(b) Citrus. (c) Einstein.

(d) Girl. (e) Cameraman.

Fig. 8. Test images.

D. Fingerprinted Image Quality and Fingerprinting Perfor-
mance

The image quality-guaranteeing data hiding technique [18]
used in [9], [10] is used as the fingerprinting technique in this
part of the experiment. A fingerprint sequence is embedded
to five visually protected images. The desired signal-to-water-
mark ratio (SWR) for the technique [18] is varied from 30 dB
to 45 dB with stepping by 5 dB. The lower the SWR becomes,
the stronger the fingerprint signal becomes. While, the desired
compression ratio is varied from 0.2 to 0.5 with stepping by
0.1 for lossy compression, where the compression ratio is the
ratio between the uncompressed file size and the compressed
file size. There are two cases: lossy-lossless compression and
lossy-lossy compression. It is assumed that for the second case,
the same compression ratio is used by the CP and the TTP.

(a) seed σ = 13. (b) seed σ = 13.

(c) seed σ = 15. (d) seed σ = 15.

(e) seed σ = 40. (f) seed σ = 40.

Fig. 9. Visually protected images with various random signs for “Boat” (left)
and “Citrus” (right) in the proposed method.

Figure 12 and Figure 13 show averaged PSNR’s of fin-
gerprinted images with lossy-lossless compression and lossy-
lossy compression, respectively. For both cases, higher than
33 dB PSNRs are achieved at SWR = 30 dB, and higher than
35 dB PSNRs are achieved at SWR = 45 dB, even for the
compression ratio 0.2. These show that the proposed method is
effective and practical in terms of fingerprinted image quality.

For fingerprinting performance, the proposed method is
evaluated by the averaged correct fingerprint extracting rates.

Figure 14 shows averaged correct fingerprint extracting
rates with lossy-lossless compression. For any compression
ratio, higher than 95% correct fingerprint extracting rates are
achieved by the proposed method at SWR = 30 dB, and higher
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(a) seed σ = 13. (b) seed σ = 13.

(c) seed σ = 15. (d) seed σ = 15.

(e) seed σ = 40. (f) seed σ = 40.

Fig. 10. AOIs with various random signs for “Boat” (left) and “Citrus” (right)
in the conventional method.

TABLE I. IRS OF AOIS IN THE CONVENTIONAL METHOD.

(a) IRs of AOIs.

Image
Without Conventional method (σ : seed)

random signs σ = 13 σ = 15 σ = 40
Boat [70.4,3922.8] [8.5,274.7] [22.7,305.7] [4.4,266.6]

Citrus [11.1,2861.4] [−33.3,249.2] [−55.9,234.2] [−39.2,216.7]
Einstein [23.1,3543.9] [−20.1,268.6] [−25.4,240.5] [−16.8,258.1]

Girl [−75.4,3369.9] [−91.3,200.9] [−87.9,181.5] [−86.6,231.5]
Cameraman [−25.3,5785.7] [−118.2,360.3] [−118.3,374.7] [−91.1,330.4]

(b) IR widths of AOIs.

Image
Without Conventional method (σ : seed)

random signs σ = 13 σ = 15 σ = 40
Boat 3852.3 266.1 283.0 262.2

Citrus 2850.4 282.5 290.1 255.9
Einstein 3520.8 288.7 265.9 274.9

Girl 3445.3 292.3 269.4 318.1
Cameraman 5811.0 478.5 493.0 421.5

than 67% correct fingerprint extracting rates are achieved at
SWR = 45 dB. It is noted that 100% correct fingerprint
extracting rate has never been achieved, because of clipping
including in the proprietary JPEG 2000 decoder.

Figure 15 shows averaged correct fingerprint extracting
rates with lossy-lossy compression. In this case, fingerprint
is distorted by the lossy compression performed by the TTP.
However, higher than 89% correct fingerprint extracting rates
are achieved at SWR = 30 dB, and higher than 52% correct
fingerprint extracting rates are achieved at SWR = 45 dB, even
for the compression ratio 0.2. This shows that the proposed
method is effective in terms of fingerprinting performance,
even for low compression ratios.

V. CONCLUSIONS

This paper has proposed a practical and effective image
trading system with copyright- and privacy-protection in which

TABLE II. IRS OF VISUALLY PROTECTED IMAGES IN THE PROPOSED

METHOD.

(a) IRs of visually protected images.

Image
Proposed method (σ : seed)

σ = 13 σ = 15 σ = 40
Boat [8,223] [5,243] [9,248]

Citrus [11,207] [1,206] [11,197]
Einstein [−24,260] [−36,248] [−30,252]

Girl [−27,247] [−46,231] [−37,247]
Cameraman [−73,287] [−39,297] [−25,292]

(b) IR widths of visually protected images.

Image
Proposed method (σ : seed)

σ = 13 σ = 15 σ = 40
Boat 215 238 239

Citrus 196 205 186
Einstein 284 284 282

Girl 274 277 284
Cameraman 360 336 317
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Fig. 11. R-D curves of the proposed method and the conventional method
combined with JPEG 2000.

JPEG 2000 is introduced. By applying random sign to DWTed
coefficients of an image, where DWT is used in JPEG 2000,
the image is visually protected as same as the AOI in the
latest methods. Only a seed number input to the PRNG is
shared between the CP and the consumer, whereas they share
an extra image in latest methods.

The experimental results show that the proposed method
is superior to the latest method combined with JPEG 2000
in terms of intensity range reduction and compression perfor-
mance. The experimental results also confirm the effectiveness
of the proposed method in terms of fingerprinted image quality
and fingerprinting performance.
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