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Abstract—This paper proposes random sign encryption in
JPEG 2000-based data hiding. By multiplying random signs
to the discrete wavelet transformed coefﬁcients of an image,
the image is visually encrypted. Full and partial random
sign encryption is studied in this paper, and effects of both
are investigated. From experimental results, both full and
partial random sign encryption does not degrade the quality
of compressed images. In addition, the compression ratio can
still be controlled well when random sign encryption is applied.
Moreover, partial random sign encryption is enough for image
visual encryption. With data hiding, random sign encryption
does not degrade the quality of images containing hidden
data, and 100% correct hidden data extracting rate has been
achieved.

Figure 1. Image compression by JPEG 2000, where a dash box indicates random sign encryption (DWT: discrete wavelet transformation, Q:
quantization, PRNG: pseudo random number generator).

Figure 2.

Data hiding in JPEG 2000 code streams.
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II. JPEG 2000-BASED DATA H IDING
I. I NTRODUCTION

Fig. 1 shows the image compression using JPEG
2000 [12] performed by the image owner. In cases of lossless compression, the image is transformed to the discrete
wavelet transformed (DWTed) domain, and then arithmetic
encoding is performed. In cases of lossy compression, DWT
coefﬁcients are quantized, and then the arithmetic encoding
with bit truncation is performed. The JPEG 2000 code
streams are then sent to the data hider. They are subsequently
arithmetically decoded, and then the data is hidden into the
DWT coefﬁcients or quantized DWT coefﬁcients for lossy
compression. Finally, the DWT coefﬁcients containing the
hidden data is arithmetically encoded without bit truncation
to obtain the JPEG 2000 code streams containing the hidden
data as shown in Fig. 2.

Recently, the growth in multimedia has been phenomenal because of rapid growth of the Internet. Data hiding
techniques which insert data to media documents such as
images [1], [2] help the development of applications in some
aspects. A number of data hiding techniques have been
proposed for images and videos regarding to compression
in various applications such as multimedia management [3],
copyright protection [4], [5], error concealment [6], [7], and
so on.
Anyway, privacy protection is desired in some multimedia
applications [8], [9]. In those applications, images are visually protected. In some works [10], [11], privacy protection
has been studied simultaneously with the data hiding. Furthermore, the combination of data hiding, compression, and
image visual protection is desired in future applications.
This paper proposes random sign encryption in JPEG
2000-based data hiding. By multiplying random signs to the
discrete wavelet transformed coefﬁcients of an image, the
image is visually encrypted. Full and partial random sign
encryption is studied in this paper, and effects of both are
investigated.
The rest of this paper is organized as follows. Section II
describes a data hiding method for encrypted JPEG 2000
code streams. Section III gives the deﬁnitions of full random sign encryption and partial random sign encryption.
Experimental results and discussions are given in section IV.
Finally, section V concludes this paper.
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III. R ANDOM S IGN E NCRYPTION IN JPEG 2000-BASED
DATA H IDING
This section proposes random sign encryption in JPEG
2000-based data hiding.
A. Encryption and Data Hiding
Fig. 1 shows random sign encryption in JPEG 2000 by a
dash box. The image is visually encrypted by multiplying a
random sign matrix, which is generated by a pseudo random
number generator (PRNG) and which consists of 1 and −1,
to DWT coefﬁcients or quantized DWT coefﬁcients for lossy
compression. Then, the arithmetic encoding is performed
to obtain the encrypted JPEG 2000 code streams. For data
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(a) 3 level-DWT
coefﬁcients.

(b) Full random
signs.

(c) Quarter random signs.

(d) 1/16 random
signs.

Figure 3.

(a) Boat.

(b) Citrus.

(c) Einstein.

(d) Girl.

(e) Cameraman.

Random sign encryption.

Figure 5.

Test images.

he/she can select the order of process. This paper focuses on
the application that the image is decrypted before extracting
the hidden data as illustrated in Fig. 4.
100% correct hidden data extraction is not guaranteed
theoretically because the hidden data may be distorted by
clipping and rounding once the image is decrypted and
decoded. However, by using a correlation detector, 100%
correct hidden data extraction can be obtained as conﬁrmed
in the next section.

Figure 4. Image decryption and hidden data extraction. (Q−1 : inverse
quantization, IDWT: inverse discrete wavelet transformation).

hiding, the process is the same as described in Section II,
but the data hider has no information to see the image.
Random sign encryption is divided into two types: full
and partial random sign encryption.
1) Full Random Sign Encryption: By using full random
sign encryption, every DWT coefﬁcient is multiplied by a
random sign. Fig. 3 (a) shows 3 level-DWT coefﬁcients of
“Boat,” and Fig. 3 (b) shows full random signs.
2) Partial Random Sign Encryption: Instead of full random sign encryption, partial random sign encryption can be
used to visually encrypt the image as shown in Fig. 3 (c)
and (d). Top-left coefﬁcients or low frequency bands are
encrypted.

IV. E XPERIMENTAL R ESULTS
Random sign encryption is evaluated in terms of image
visual protection, quality of the decrypted image without
data hiding, quality of the decrypted image containing the
hidden data, and data hiding performance.
A. Materials and Tools
1) Materials: Five 256 × 256 pixel-sized gray images
shown in Fig. 5 are used in the experiment. JASPER [13]
which is a JPEG 2000-based software is applied in the
experiment.
2) Data Hiding Technique: This paper uses a simple nonblind additive digital data hiding technique in the DWT
domain which is based on the essence of [14]. A hidden
data is extracted by a correlation-based detector.
X × Y -sized visually protected DWT coefﬁcients are
ﬁrstly divided into XB ×YB coefﬁcient-blocks where XB =
YB = 8 in the experiments. Then, an XY /XB YB -sized
binary hidden data sequence is generated. Each single bit
of the hidden data, b ∈ {0, 1}, is represented by an Msequence, where the length of M-sequences used in the
experiments is the smallest, i.e., L = 3, even longer
sequences serve better correct hidden data extracting rate.

B. Decryption and Hidden Data Extraction
There are a number of applications in aspect of image
decryption and hidden data extraction. The image can be
decrypted even if the user does not know the information to
extract the hidden data. The image is decrypted by using the
same random sign matrix as used in the encryption process.
On the other hand, another user can extract the hidden data
even if he/she does not have the authority to see the image,
i.e., the image is not decrypted. In addition, if the user is
allowed for both image vision and hidden data extraction,
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M-sequences differ from each other for different single
bits of the hidden data. Each M-sequence is subsequently
embedded to a divided block of visually protected DWTed
coefﬁcients by linearly scaling and adding it to three bottomright coefﬁcients of the block as
Cl = sgn (Cl ) (|Cl | + δWb,l ) ,

(a)

(b)

(c)

(d)

(e)

(f)

(1)

where Cl denotes the l-th visually protected DWTed coefﬁcient containing the hidden data in the block, Cl denotes
the l-th original visually protected DWTed coefﬁcient, δ is
a scaling factor for data hiding, and Wb,l ∈ {0, 1} denotes
the l-th chip of the M-sequence for bit b in a coefﬁcient
block where l = 1, 2, . . . , L. It is noted that all variables in
Eq. (1) are integers regardless of lossy/lossless compression.
The image is reconstructed before extracting hidden data
where the hidden data bit is extracted by a correlation-based
detector as
 

L

|Cl | − |Cl |

b = arg max
(Wb,l − 0.5)
− 0.5 ,
δ
b∈{0,1}
l=1
(2)
where b is an extracted hidden data bit, and |Cl | denotes the
l-th ﬁngerprinted and visually protected DWTed coefﬁcient
in the block obtained after reconstructing the ﬁngerprinted
image, applying DWT, and random sign scrambling again.
It is noted that |Cl | may be different from |Cl | by clipping
errors in JPEG 2000 decoding performed by the consumer,
since digital ﬁngerprinting could make the intensity range
of the ﬁngerprinted image over [0, 255]. However, the data
hiding technique is still ﬂexible for the proposed system, i.e.,
any DWT-based data hiding technique could be applied.
3) Encryption Conditions: 3 level-DWT is used in the
experiment, while 3 cases of random sign encryption are
evaluated: 1). Full random sign encryption, 2). Quarter random sign encryption, and 3). 1/16 random sign encryption
as shown in Fig. 3.

Figure 6. Visually protected images for “Boat” (left) and “Citrus” (right).
First row: full random signs (seed σ = 13), Second row: quarter random
signs (seed σ = 13), and third row: 1/16 random signs (seed σ = 13).
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No random signs, LLC mode
No random signs, LSC mode (compression ratio = 0.3)
Full random signs, LLC mode
Full random signs, LSC mode (compression ratio = 0.3)
Quarter random signs, LLC mode
Quarter random signs, LSC mode (compression ratio = 0.3)
1/16 random signs, LLC mode
1/16 random signs, LSC mode (compression ratio = 0.3)
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Figure 7. PSNR of the decrypted image containing the hidden data-correct
hidden data extracting rate curves, where the scaling factor for data hiding,
δ is varied from 1 to 8 with stepping by 1 (LLC: lossless compression,
LSC: lossy compression).

B. Image Visual Protection Performance
Fig. 6 shows the encrypted images decompressed by
using standard JPEG 2000 for lossless compression mode
without data hiding. The results show that the random
sign encryption, even the partial random sign encryption is
effective in terms of visual protection.

D. Quality of Decrypted Images Containing Hidden Data
and Data Hiding Performance

C. Compression Performance

This section evaluates the quality of decrypted images
containing hidden data in terms of PSNR and the data hiding
performance in terms of correct hidden data extracting rate.
As shown in Fig. 7, the results conﬁrm that both full and
partial random sign encryption maintains high quality of
images containing hidden data, and the hidden data are
extracted without errors in any case thanks to the correlationbased detector. For lossy compression, even though the
image quality becomes lower, 100% correct hidden data
extracting rate can also be achieved, because only arithmetic

Here, the compression performance of random sign
encryption-based JPEG 2000 is evaluated in terms of peak
signal-to-noise ratios (PSNRs) of decrypted images. Tables I
shows the results of 3 cases of random sign encryption comparing to that of the standard JPEG 2000 without encryption.
The results conﬁrm that random sign encryption does not
degrade the compression performance of JPEG 2000. In
addition, the compression ratio can still be controlled well
when random sign encryption is applied.
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