—AEHEN B EREETS (EEEE e
THE INSTITUTE OF ELECTRONICS, [EICE Technical Report
INFORMATION AND COMMUNICATION ENGINEERS L01S2018-11, 1E2018-31,EMM2018-50 (2018-09)

TocH kB R U Tz S b T O SVM 24k
A BT mIIl BERKT O ORTN Wt 'R
T EHRERARZGE AT LTYA UZERE T 191-0065 A HE T 7 . 6-6

E-mail: {{kawamura-ayana,maekawa-takahiro kinoshita-yuma}@ed.tmu.ac.jp, {tkiya@tmu.ac.jp

H5FL ARTE, ZothHlE Nz BEtC iz HW e R— "R 2—< T > (SVM) 2z iER L, ZDOMhE
#Hiig%. T T, EtC(Encryption-then-Compression) Hiff &%, JPEG HAATREA N S LU E N7z lif§ Td
%. 8%, 799 RY—CRZAHL, TunA X —0RMtd 25 EEEZ R T 25 BIEEN ZERICE L LT3,
UL, Tang Z—oOEFEERNDFEICE > T, T—2OREFH, i, 794130 — (1% EDMENEE
ENTVS. ARTIE, ZOXSHERNS. TITAN—ZRH#E LT SVM #REZELT 5. EtC BifRDERLIZ,
T 2T B IEHUEEO T T, 22X U RO HBICRE T 52 &, FZOE, RENEI—X
WEBZFR LEZGEICBVTE, ZOBS{EUED SVM OMREICHER FIF TRV & E/RT. INA T, BEL
RRCEHE N0y V9 A A2 EET 5T LIk > T, EtC HED SEEITTHIRT % /it RET 5. {85ET
&, JERFSCERD S RIS XKTHIIR U 725350 SVM GHRRIR & —3T 452152 N TE 5. |l SVGM D
PO UTHRGEFEBR 21TV, REEOAMMEZIERNICEEEL T 5.

F—7—F SVM, Encryption-then-Compression, W 5{bfEl, JPEG

SVM Computing Considering Dimension Reduction in the Encrypted Domain

Ayana KAWAMURAT, Takahiro MAEKAWA', Yuma KINOSHITA, and Hitoshi KIYA'

1 Faculity of System Design, Tokyo Metropolitan University = Asahigaoka 6—6, Hino-shi, Tokyo, 191-0065
E-mail: {{kawamura-ayana,maekawa-takahiro kinoshita-yuma}@ed.tmu.ac.jp, {tkiya@tmu.ac.jp

Abstract In this paper, we propose a SVM computing scheme with EtC images, and evaluate the effectiveness
of the proposed scheme, where EtC images are images encrypted by the method, which has been proposed for En-
cryption-then-Systems with JPEG compression. Recently, cloud computing is spreading in many fields. However,
the cloud computing has some serious issues for end users, such as unauthorized use and leak of data, and privacy
compromise, due to unreliability of providers and some accidents. Because of such a situation, this paper considers
privacy-preserving SVM computing. It is shown that generating EtC images is reduced to a generation scheme using
an unitary transform matrix under the use of z-score normalization of the data, so it does not effect the accuracy
of SVM computing, even when most of kernel fuctions are used. In addition, we propose a scheme for reducing the
number of dimensions from EtC images directly by considering the block size used for encryption. The proposed
scheme allows us to obtain the same results as those computed from unencrypted images with redued dimensions.
Some face recognition experiments are carried out as a SVM classification scheme to experimentally confirm the
effectiveness of the proposed scheme.
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