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[PAPER

A Block-Permutation-Based Encryption Scheme with Independent

Processing of RGB Components

SUMMARY  This paper proposes a block-permutation-based encryp-
tion (BPBE) scheme for the encryption-then-compression (ETC) system
that enhances the color scrambling. A BPBE image can be obtained
through four processes, positional scrambling, block rotation/flip, negative-
positive transformation, and color component shuffling, after dividing the
original image into multiple blocks. The proposed scheme scrambles the R,
G, and B components independently in positional scrambling, block rota-
tion/flip, and negative-positive transformation, by assigning different keys
to each color component. The conventional scheme considers the compres-
sion efficiency using JPEG and JPEG 2000, which need a color conversion
before the compression process by default. Therefore, the conventional
scheme scrambles the color components identically in each process. In
contrast, the proposed scheme takes into account the RGB-based compres-
sion, such as JPEG-LS, and thus can increase the extent of the scrambling.
The resilience against jigsaw puzzle solver (JPS) can consequently be in-
creased owing to the wider color distribution of the BPBE image. Addition-
ally, the key space for resilience against brute-force attacks has also been
expanded exponentially. Furthermore, the proposed scheme can maintain
the JPEG-LS compression efficiency compared to the conventional scheme.
We confirm the effectiveness of the proposed scheme by experiments and
analyses.

key words: block-permutation-based encryption, image scrambling, jig-
saw puzzle solver, image compression, key space

1. Introduction

Privacy and copyright protection for digital images has been
a serious concern in cloud services, social networking ser-
vices, and so forth. The traditional technique to securely
transmit images is the Compression-then-Encryption (CtE)
system, which performs compression before encryption.
However, the image owner has to disclose the image con-
tent to a network provider in this system. Therefore, another
system for image transmission, that is, the Encryption-then-
Compression (EtC) system, has been studied as a framework
where encryption is performed by the image owner before
compression/transmission [1]-[4]. Common key cryptosys-
tems, such as the AES and the triple DES, are frequently
used for image protection. However, there is a trade-off
between security and additional signal processing in the
encryption domain for image transmission systems. For
this reason, many kinds of encryption algorithms based on
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scrambling have been studied.

In this paper, we focus on block-permutation-based en-
cryption (BPBE), which is an image-scrambling encryption
technique [5]-[8]. The conventional BPBE scheme first di-
vides the original image into definite-sized blocks and then
performs four processes. The main feature of the conven-
tional scheme is to maintain the compression efficiency of
BPBE images using JPEG and JPEG 2000, which need a
color conversion before the compression process by default.
Therefore, the conventional scheme scrambles the R, G, and
B components identically in each process. Consequently,
the color distribution of the original image deeply affects
that of its encrypted image. We propose an extended BPBE
algorithm to deal with this issue. The proposed scheme con-
siders the RGB-based compression technique such as JPEG-
LS [16], which is an international lossless coding standard.
Accordingly, our scheme can scramble the three color com-
ponents independently without degrading the compression
efficiency and thus increases the extent of the scrambling.

Jigsaw puzzle solver (JPS)[9]-[15], which has been
studied in the computer vision and pattern recognition fields,
is an attack to illegally retrieve the original image from mul-
tiple pieces by using pixel correlations. Because the BPBE
scheme is an image-scrambling encryption technique using
multiple blocks, there is still some correlation among the
pixels in the encrypted image. We take into consideration
the security against JPS. We confirm that it is difficult to
retrieve the original image by JPS in the proposed scheme.

Owing to the proposed algorithm that assigns different
keys to each color component, the key space for resilience
against brute-force attacks can be expanded exponentially.
On the other hand, the compression efficiency of the pro-
posed scheme using JPEG-LS is almost the same as that of
the conventional scheme. Our experimental results show the
effectiveness of the proposed scheme.

2. Preparation
2.1 Block-Permutation-Based Encryption

We first describe the fundamental procedure of the conven-
tional BPBE scheme [5]. The image owner does not need to
disclose the image content to a network provider by encrypt-
ing the original image before sending it to the provider. As
shown in Fig. 1, the BPBE scheme first divides the original
image into definite-sized blocks and then executes four pro-
cesses: positional scrambling, block rotation/flip, negative-

Copyright © 2018 The Institute of Electronics, Information and Communication Engineers
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Fig.1  Procedure of block-permutation-based encryption.

positive transformation, and color component shuffling. Fi-
nally, it integrates the blocks into one encrypted image. The
BPBE scheme can control the quality of the encrypted im-
age and the encryption strength by changing the block size.
In addition, the compression efficiency of the encrypted im-
age becomes equivalent to that of the original image. The
encryption procedure is described in what follows.

Step 1: Divide the original image I = {Ig, I, Ip} with M X
N pixels into multiple blocks with B, x B, pixels.

Step 2: Scramble the position of each block using a ran-
dom number generated by key K.

Step 3: Rotate and flip each block using random numbers
generated by keys K, and K3.

Step 4: Perform negative-positive transformation on each
block using a random number generated by key K.
Step 5: Shuffle the R, G, and B components in each block

using a random number generated by key K.
Step 6: Integrate all blocks and generate the encrypted im-
age.

Note that keys K, K3, K3, and K4 are commonly used
for the three color components in the conventional scheme.
The conventional scheme would not only change the spatial
positions and directions but would also reverse the pixel val-
ues and permute the three color components in each block.
However, the color distribution of the original image di-
rectly affects that of the encrypted image. We propose a new
algorithm to reduce the effect of the color distribution of the
original image and increase the extent of the scrambling in
Sect. 3.

2.2 Jigsaw Puzzle Solving Problems

JPS is an attack that tries to retrieve the original image from
multiple pieces by utilizing the correlation among them. JPS
has been studied in the computer vision and pattern recog-
nition fields. The safety of the BPBE schemes has been dis-
cussed mainly with regards to the key spaces for resilience
against brute-force attacks. However, because the BPBE im-
ages consist of multiple blocks, JPS should also be consid-
ered as one of the attacks on the BPBE schemes. It has been
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reported that a jigsaw puzzle consisting of 30,745 pieces can
be solved completely using the conventional JPS [9]. An-
other JPS has succeeded in solving a puzzle where the direc-
tional information of each piece is not apparent [10]. It has
been confirmed that some encryption schemes, where the
key spaces are sufficiently large, are still vulnerable against
JPS. On the other hand, it is difficult for the conventional
JPSs to solve a puzzle where the color distribution is modi-
fied [17]-[20].

Security against other attacking strategies, such as
know-plaintext attack (KPA) and chosen-plaintext attack
(CPA), is frequently discussed in addition to JPS. First,
BPBE prepares different encryption keys to each image and
thus is robust against KPA. Secondly, BPBE is not a public
key encryption scheme. This means that the encryption keys
for BPBE do not need to be disclosed and can be kept con-
fidential. CPA is necessarily prevented in BPBE in contrast
to public key encryption schemes.

In the next section, we propose a new BPBE approach
to enhance the color scrambling.

3. Proposed Scheme

We propose a BPBE algorithm to increase the extent of the
scrambling for the security against JPS. The conventional
scheme aims to maintain the compression efficiency using
JPEG and JPEG 2000, which need color conversion before
the compression process by default. Therefore, it needs to
scramble the three color components identically using a sin-
gle key in each process. On the other hand, the proposed
scheme takes into account the RGB-based compression such
as JPEG-LS and thus can deal with the color components
independently. Consequently, the color distribution of the
original image does not severely affect that of its encrypted
image. The compression efficiency using JPEG-LS is equiv-
alent to that of the conventional scheme. The proposed
BPBE procedure is described by the following steps.

Step 1: Divide the original image I = {I, I, Iz} with M X
N pixels into multiple blocks with B, x By, pixels.

Step 2: Scramble the position of each block using random
numbers generated by three keys: K| g, K ¢, and K| 5.

Step 3: Rotate and flip each block using random numbers
generated by six keys: Ky g, K26, K28, K3 r, K3, and
K3’B.

Step 4: Perform the negative-positive transformation on
each block using random numbers generated by three
keys: K4,R, K4’G, and K4,B.

Step 5: Shuffle the R, G, and B components in each block
using a random number generated by key Ks.

Step 6: Integrate all blocks and generate the encrypted im-
age.

Note that K, g, Ko, and K, g (@ = 1,2,3,4) are the
keys for the R, G, and B components, respectively. There-
fore, each color component can be independently scrambled
using different keys.
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3.1 Individual Processing Among RGB Color Compo-
nents

As described in 2.1, keys K, K;, K3, and K; for the three
processes, positional scrambling, block rotation/flip, and
negative-positive transformation, are commonly used for the
R, G, and B components in the conventional scheme [5].
This means that the three color components in each block
are identically scrambled in the three processes. The pro-
posed scheme prepares three keys for each process, e.g.,
Ki g, K16, and K, p for the positional scrambling, and inde-
pendently scrambles the three color components. We give a
detailed account using the negative-positive transformation
as follows.

In the conventional scheme, the negative-positive trans-
formation is identically operated for the three color compo-
nents by using a random number of either zero or one, which
is generated by key Kj. In the case that pixel x has val-
ues {xg, xg, xp} = {255,255,255}, they would be changed
to {xz, x5, xz} = {0,0,0} or would not be changed, that
is, {x%, x5, x5} = {255,255,255}, as shown in Fig.2. On
the other hand, the proposed scheme prepares three random
numbers of zero or one, which are generated by three keys
Kuir, Kag, and Ky p. The negative-positive transformation
of the three color components are operated independently
according to the random numbers. In the case of the above
example where {xg, xg, xg} = {255,255,255}, they could
be changed to {x}, x;;, x3} = {0,0, 0}, {0,0, 255}, {0,255, 0},
{0, 255, 255}, {255,0,0}, {255,0,255}, {255,255,0}, or
{255,255, 255}, as shown in Fig. 3. Consequently, the pro-
posed scheme can increase the extent of the scrambling by

x’R=0 x’p=255
x'g=0 x'¢=255
x’5=0 x’g=255

Fig.2  Example of negative-positive transformation when using conven-
tional scheme [5] where {xg, xg, xg} = {255,255,255}.

x’z=10 x’g=0

x’z=0 x’=0

x’¢=0 x¢=0 x'c=255 x’¢=255
x’3=0 x’g=255 x’3=10 x’g=255
x'p=255 x’p=255 x’g=255 x’p=255
x'=0 x'g=0 x'=255 x'=255
x'z=10 x’g=255 x’s=10 x’p=255

Fig.3 Example of negative-positive transformation when using pro-
posed scheme where {xg, xG, xp} = {255,255, 255}.
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using independent keys for the R, G, and B components.
Here, we generalize the above example. Each color compo-
nent of pixel x is represented by x. (¢ € {R, G, B}), and is in-
dependently transformed by using key K4 .. The color com-
ponents after the negative-positive transformation are given
by

r_ ) Xes if r(x))=0
Yo = { 255 — x,, if r(x,) = 1, M)

where r(x.) is a random integer given for x. by using K4 .

3.2 Analysis of Key Space for Resilience against Brute-
Force Attacks

We discuss the safety of the proposed algorithm with its key
space for the security against brute-force attacks here. The
four encryption processes are independent from each other.
Thus, the total key space can be obtained by multiplying the
key spaces for the four processes. In the case of dividing an
M x N image into B, X B, blocks, the number of divided
blocks L is given as

M N
X Y

In the positional scrambling, key space Np, which is the
number of all the scrambling patterns of L blocks, is cal-
culated by

Np = (LP)* = (LY. 3)

The numbers of all patterns for both the block rotation and
the block flip are four and four, respectively. When com-
bining those two processes, some combinations correspond
to other combinations. Therefore, the number of total pat-
terns for the block rotation/flip becomes eight. Combined
key space of the block rotation and flip Np is computed by

Np = (85 = 5128 €]

The numbers of all patterns on the negative-positive trans-
formation and the color component shuffling for each block
are eight and six, respectively. Key spaces Ny and N¢ are
given by
Ny = (@25’ = 8", 5)
Nc = 6", (6)
Consequently, total key space N, in the proposed
scheme can be represented by

Ny = Np X Np X Ny X N¢
= (L!)* x 512 x 8% x 6F, (7)

while total key space in the conventional scheme [5] Na con
is given as

NA,ConU = NP,Conv X ND,Conv X NN,Conu X NC,C(mU
= L! x 8F x 2L x 6, (8)
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where NP,Conv, ND,Conv’ NN,Convs and NC,Com) are the key
spaces for the above four encryption processes in the con-
ventional scheme.

Accordingly, it is evident that the resilience against
brute-force attacks in the proposed scheme has been sig-
nificantly improved compared to that of the conventional
scheme.

4. Experimental Results

We evaluate the effectiveness of the proposed BPBE al-
gorithm from the aspects of JPS resilience, color distribu-
tion, and compression efficiency using JPEG-LS. The seven
512 x 512 images, that is, Airplane, Tiffany, Lena, Mandrill,
Peppers, Sailboat, and Splash, were used as test images.

4.1 JPS Resilience

As described in 2.2, JPS could be considered as one of the
possible attacks on the BPBE schemes because a BPBE
image consists of multiple blocks. The existing JPSs are
broadly classified into three approaches depending on the
assembly strategies: greedy algorithms, heuristic global
algorithms, and linear programming algorithm [21]. The
greedy algorithms start from the initial pairwise matches and
sequentially assemble the larger components but are sensi-
tive local minima. The heuristic global algorithms directly
search for a solution by maximizing a global compatibil-
ity function. However, they can be interrupted by a com-
binatorial search over the placement of ambiguous pieces.
The above two algorithms are integrated into the linear pro-
gramming algorithm with both the reduced sensitivity to lo-
cal minima and the increased robustness to the presence of
mismatches in the pairwise matches. They all support for
puzzles with unknown positional scrambling and unknown
rotation. In contrast, puzzles including unknown flip, un-
known negative-positive transformation, or unknown color
component shuffling are not supported in the existing JPSs.

It has been demonstrated that the restorability by JPS
can be decreased a great deal in the case that the color infor-
mation of the encrypted image has been modified [17]-[20].
It would be difficult for the conventional JPSs to solve the
puzzle when the color correlation among the pieces is low.
Therefore, the proposed algorithm, which modifies the color
distribution of the encrypted image, can be effective against
JPS. We prove this below.

4.1.1 Conditions

The 512x 512 images have previously been clipped to 512 x
480 pixels due to the analysis of the JPS resilience. The
JPS algorithms cannot retrieve any original images in the
case that the original image is square. Therefore, we use
the 512 x 480 clipped images for the evaluation of the JPS
resilience. The divided block size is 32 x 32 pixels.

We compare assembled image I; with its original im-
age. The three types of evaluation criteria [10], [15] are in-
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troduced in our experiment.

¢ Direct comparison (D,) is the ratio of the number of
pieces that have been allocated in the correct position.
D, for assembled image I;, which is represented as
D (1), is given by

1 n
D(ls) = — 3 de(i).
i=1

1, if 1;(i) is allocated in the correct
d.(i) = position )]

0, otherwise,

where 1,(i) represents the position of piece i in assem-
bled image /.

e Neighbor comparison (VV,) is the ratio of the number
of pairwise-block adjacencies that have been correctly
concatenated. N, for assembled image /;, which is rep-
resented as N (1), is obtained by

B

1
Nella) = 5 D7 ne(k),

k=1

nu() = {1, if by is concatenated correctly (10)

0, otherwise,

where B represents the number of block adjacencies in
assembled image I, and by is the k-th block adjacency.
In the case that a target image has u X v blocks, the total
number of block adjacencies in I; becomes 2uv — u —v.

e Largest component (L) is the ratio of the largest num-
ber of concatenated blocks in a correctly assembled re-
gion. L. for assembled image I;, which is represented
as L.(I), is calculated by

1 . ;
Lc(la) = p mj?lx{lc(ld, Do j=12-,m, (11)
where 1.(1y, j) represents the number of blocks in the
Jj-th correctly assembled region, and m is the number
of correctly assembled regions.

The ranges of D (1), N.(1;), and L.(I;) are O to 1, namely,
D.(1y),N.(1y), L.(1;) € [0,1]. The larger each value of the
evaluation criteria becomes, the higher the compatibility of
JPS is.

We produce ten encrypted images for each test im-
age using different encryption keys. The assembled image
produced by JPS, which has the highest score of D.(I;) +
N (1y) + L.(I;) in the ten images, is adopted for the follow-
ing evaluation.

4.1.2 Evaluation

Figure 4 shows the assembled images for two test images
in the proposed and the conventional schemes. The con-
ventional encrypted images were correctly assembled in
multiple regions, and some outlines of the original images
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Table 1  Ratio of correct block assembling by JPS.
Prop. Conv.

Image | Dc(l) | Ne(la) | Le(a) | Dely) | Nella) | Le(a)
Airplane | 0.0000 | 0.0045 | 0.0083 | 0.0042 | 0.2149 | 0.2750
Tiffany | 0.0167 | 0.0078 | 0.0125 | 0.0000 | 0.1258 | 0.1667
Lena 0.0000 | 0.0056 | 0.0083 | 0.2167 | 0.1526 | 0.2167
Mandrill | 0.0042 | 0.0056 | 0.0042 | 0.0000 | 0.0724 | 0.0666
Peppers | 0.0000 | 0.0056 | 0.0083 | 0.0000 | 0.0445 | 0.0625
Sailboat | 0.0000 | 0.0056 | 0.0083 | 0.0000 | 0.0768 | 0.0958
Splash 0.0042 | 0.0056 | 0.0083 | 0.4958 | 0.3820 | 0.4958

Average | 0.0036 | 0.0057 | 0.0083 | 0.1024 [ 0.1527 | 0.1970 |

. > u i
(b) Assembled images produced by JPS in proposed scheme
(Lena: L.(14)=0.0083, Splash: L.(I;)=0.0083)

#r-

e ; e T
(c) Assembled images produced by JPS in conventional
scheme (Lena: L.(I;)=0.2167, Splash: L. (I;)=0.4958)

Fig.4  Assembled images produced by JPS (Airplane and Splash).

have been exposed. On the other hand, the assembled im-
ages produced by JPS in proposed scheme hardly reveal
their image content. Table 1 demonstrates the concrete val-
ues of D.(I;), N.(Iy), and L.(I;). The average value of
D.(1y) + N.(1;) + L.(I;) in the proposed scheme is less than
1/25 of that in the conventional scheme. Consequently, it is
proved that the proposed scheme has more strong resilience
against JPS than the conventional scheme.

4.2 Color Distribution

Figure 5 shows two of the original test images and their en-
crypted images produced by the proposed and the conven-
tional schemes, where the divided block size is 16 X 16 pix-
els, respectively. Table 2 indicates the entropies of the orig-

sl
(a) Original images (Airplane:
H(A)=14.66)

(b) Encrypted images using proposed scheme (Airplane:
H(A)=17.76, Tiffany: H(A)=17.55)

(c) Encrypted images using conventional scheme [5]
(Airplane: H(A)=15.62, Tiffany: H(A)=16.66)

Fig.5 Encrypted images using proposed and conventional schemes (Air-

plane and Tiffany).

Table2  Entropies of encrypted images using proposed and conventional
schemes and original images.

| | Prop. | Conv. [ Original |

Airplane | 17.76 | 15.62 13.96
Tiffany 17.55 | 16.66 14.66
Lena 17.96 | 17.74 16.84
Mandrill | 17.97 | 17.90 17.74
Peppers | 17.94 | 17.63 17.03
Sailboat | 17.96 | 17.62 16.88
Splash 17.73 | 17.16 15.52

inal images and their encrypted images by using the pro-
posed and the conventional schemes. Entropy H(A) is de-
fined as
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Fig.6  Color distribution (Airplane).
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(a) Proposed
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Fig.7  Color distribution (Tiffany).
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—&— Proposed

15 - a - Conventional
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u 13
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Block size [pixel]

(b) Tiffany

Fig.8 Compression efficiency using JPEG-LS.

16
—#— Proposed
15 = a - Conventional
E 14 ~— Original
=
o 13
g
m 12
11
10
32 16 8 4
Block size [pixel]
(a) Airplane
224
H(A) = =" p(a)log, p(ay), (12)
i=1

where A represents the finite set of 24-bit color a; (i =
1,2,...,2%), that is, A = {a;,ay, .. .,aru}, and p(a;) is the
occurrence probability of a;. The encrypted images pro-

duced by the proposed scheme have obtained higher en-
tropies than those of both the original images and the en-
crypted images produced by the conventional scheme.

In addition, we compare the color distributions among
the encrypted images by using the proposed and the conven-
tional schemes and the original image. Figures 6 and 7 show
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the histograms of the test images shown in Fig. 5, where the
vertical/horizontal axes represent the saturation/hue values,
respectively. The encrypted images produced by the pro-
posed scheme show wider distributions relative to the en-
crypted images produced by the conventional scheme and
their original images.

4.3 Compression Efficiency

The lossless compression using JPEG-LS [16] is performed
on the encrypted images obtained by the proposed and the
conventional schemes. The compression efficiency is com-
pared by calculating the bitrates. Figure 8 shows the com-
parative results for the two encrypted images shown in
Fig.5. The sizes of the divided blocks are 4 x 4, 8 X 8,
16 x 16, and 32 x 32 pixels in Fig. 8. The results for the
other five test images have analogous lines. It is shown that
the proposed scheme can maintain almost the same com-
pression efficiency as the conventional scheme.

Image compression generally utilizes the correlation
among the pixels and/or the correlation within each block
rather than that over the whole image. A BPBE image
can be obtained through four processes: positional scram-
bling, block rotation/flip, negative-positive transformation,
and color component shuffling. Therefore, the proposed
BPBE scheme, which processes the RGB components inde-
pendently, can maintain the correlation among the blocks,
and thus does not severely degrade the compression effi-
ciency compared to the conventional scheme, which pro-
cesses the RGB components commonly. Additionally, our
scheme assigns different keys to each color component and
independently processes those color components to increase
the complexity among the blocks. It is necessary for JPS to
estimate the relationship over the whole image to retrieve
the original image. The proposed scheme can consequently
increase the resilience against JPS.

5. Conclusions

We proposed a BPBE algorithm to increase the extent of
the scrambling in this paper. The proposed scheme takes
into account the RGB-based compression, such as JPEG-
LS. Therefore, our scheme can scramble the RGB com-
ponents independently by assigning different keys to each
color component without degrading the JPEG-LS compres-
sion efficiency. The color distribution of the encrypted im-
age produced by our scheme is consequently expanded com-
pared to that of the conventional scheme. The resilience
against JPS is simultaneously enhanced in the proposed
scheme. Furthermore, the proposed scheme has exponen-
tially extended the key space for resilience against brute-
force attacks.
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