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HOG feature extraction from EtC images, and its application to image

classification with machine learning
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Abstract In this paper, we propose a scheme of HOG feature extraction from EtC(Encryption-then-Compression)
images without visual informations, and apply the features to various machine larning algorithms, where EtC im-
ages, which can be compressed by JPEG compression, are images encrypted by a block-based encryption method.
Recently, cloud computing is spreading in many fields. However, the cloud computing has some serious issues for
end users, such as unauthorized use and leak of data, and privacy compromise, due to unreliability of providers and
some accident. Because of such a situation, we consider a scheme of HOG feature extraction from privacy-preserving
images. First, we show that the encryption process does not effect on the HOG features if differential operations
are carried out within each block of the encryption and the same secret key is commonly used for all images. Then,
by using the extracted HOG features, four classifiers:linear Support Vector Machine(SVM), gaussian SVM, decision
tree, and AdaBoost with one splitted decision trees as weak classifiers, are trained to confirm the effectiveness of
the proposed method.
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BB, Thix, EtC mifkd S0 HOG FEHiHiz s »wTiX
Jay 7 BT ESRERD B ZENETHE I EEL
TWa. LhL, FLALDOHERME CIEEM A LHRT,
DEUEENEL TWB I 205, ZHRIREED, EtC 7
Oy 7BRE WA HEROBEBRLHHTE RN E WS T X
Uy Mk 2EEBETHELEZOND. 1272, B=320Dk
EDA, M SVM B LU 1 H#EPEARD AdaBoost D 2 DD
DHBITB VT, & CHEM A X0 ROVASENEREZ R L
TW5. ZHE, BAKREWEDIZIREELS FEHOTFAY v
MIEXBHEEZIT OO ST2NOTHEEEZONS.

5. F & &

ARETIX, BEEWEREBEAOMMAZATEE LT, EtC Hiff
750 HOG Rl k2L L7z, £9, EtC HEDOH—7

#3 AUC fif (BEA)

- S A | &MEB | &fEC
B =8 | .881518 | .855258 | .867289
B =16 | .908466 | .864560 | .865899
B =32.929177 | .867602 | .894770

#* 4 AUCHE (1 2#IEAD AdaBoost)

- FMEA | B | &t C
B =8 |.998654 | .996732 | .998040
B =16 | .999340 | .998625 | .999186
B = 32.999474 | .997981 | .999573

Oy 7NIZET S EC £#Ud, A—EZEEFTHW LA,
HOG Fdi i iz RE R 7 B0 e W2 & 2 FEERINIZR U 7.
Z 0 LT, EtC BG4, 5 HOG Rz it 4 572012,
Ty s ZeIlWaEGREERL, ThoE2ELZb0%
EtC EG2ROMOEBR L 55 FEE2REL 2. W&, fil
SNTRHMEZ AW TREBRREERIC L08R 2FEL,
PEEIRDZ Y M % FME U 7.

B
FERET database of facial images collected under the
FERET program, sponsored by the DOD Counterdrug Tech-
nology Development Program Office.
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