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Abstract

This paper proposes a permutation-based image encryption scheme, which allows access control according to user’s

authority. We first concatenate several images that have been encrypted individually. In the concatenated image, all

the blocks would be permutated depending on the assigned positions. Consequently, the arbitrary image/images can

be retrieved from the entire encrypted image without decrypting other images.
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Fig.1. Procedure of block-permutation-based encryption
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Fig.2. Block rotation and inversion
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Table 1. Color component shuffling

Random number | R | G | B
0 R|B|G
1 B|R|G
2 B|G|R
3 G|R|B
4 G|B|R
5 R|G|B
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Fig.3. Concatenation of multiple images in database
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Fig.4. Concatenation of multiple images using proposed
method
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Fig.6. Comparison of histograms of original and encrypted images
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Fig.7. Comparison of histograms of encrypted images after restoration of one arbitrary image
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