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Generation of privacy-preserving images holding positional information for

HOG feature extraction

Masaki KITAYAMAT and Hitoshi KIYAT

T Tokyo Metropolitan University
Asahigaoka 66, Hino-shi, Tokyo, 191-0065

Abstract In this paper, we propose a generation method of images which have no visual information but hold the
gradient direction information of the original images. Then we propose an extraction method of Histogram-of-Ori-
ented-Gradients (HOG) features from the images (privacy-preserved images), and apply the features to machine
learning algorithms. The proposed generation method of privacy-preserved images is an irreversible method with-
out any encryption keys. Thereby, unlike conventional reversible methods to protect visual information by using
encryption keys, the proposed method does not need to consider secure management and transfer of the encryption
keys. Moreover, the proposed method solves the huge culculation cost problem that conventional methods based
on homomorphic encryption have. In this paper, in addition to a novel generation method of privacy-preserved
images, an effective method of extracting HOG features from the images is also considered. In an experiment, a
face classification task is carried out under the use of support vector machine with the HOG features to confirm the
effectiveness of the proposed method.
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00400000000 Ty = (Aio1y, Aijo1, Aiji1, Aigry)
000 Ty = (Ai_y,, A1, AL, ALy ;) 000000 A
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000000000000000000000000

Tij = Aijr1 — Aij-1
Yij = Ait1,; — Aic1,j

(
(
vig = Aijn — Aig-1 3)
(
(
(

yz,',j = A;’-H,j - Afi—l,j s 4)
0i; = tan™ (yij/mi;) 5)
0;,; = tan_l(y;,j/x;,j) 6)

0000x,;000 ;00000 ADOO A’000 (i, )
0000000000000y,; 000 ¢,;00000 AO
00 A’000 (4,j)0000000000000000000



Algorithm 1 0000 A’000

1: s« 1000 2

2: for j + js,js +2,4s +4,js +6,... do

3 for i+ 1,2,3,4,... do

4: (A} ji1, Al BIEF (@i, 90,5, Ay AL 1)
5 end for

6: end for
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Algorithm 2 [Ag,j+17A;+1,ij] :F(xi,jayimA;—l,ij;,j—l)

; 2 2

if | fx; iy < T then
Aijr1 + Al
Al <A
R +1

2J

7

’ /
Aijrr < Aij

< random({0,1,2,...,255} N A. )

!
Al -1,

R +1
: else if x; ; # 0 then
10: 0,1,2,...,255| 0000000000000 LODOO

1:
2:
3
4
5: else if z; ; = 0 then
6
7
8
9

11:  LOO A}, 0000000000
12:  for index < 1,2,...,255 do

13: A;,j-!—l < Ll[index]

14: A;+1,j A (yi,j/miyj)(Aé,jH - A;,j—l) + Aéfl,j
15: A, ,00000000000

16: if A§+1,j € {0,1,2,...,255} then
17: R +1

18: return

19: else if index = 255 then

20: R <0

21: end if

22: end for

23: end if
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