Irreversible Privacy-Preserving Images Holding
Spatial Information for HOG Feature Extraction
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Abstract—In this paper, we propose a generation
method of visually protected images and its application
to privacy-preserving machine learning. Images gener-
ated by the proposed method hold the gradient direc-
tion information of the original images, but have no the
information. Histogram-of-Oriented-Gradients (HOG)
features are extracted from the protected images, and
the features are applied to machine learning algorithms.
In addition, the proposed generation method is an
irreversible one, so there is no need to manage secret
keys, unlike encryption methods. In an experiment, a
face classification task is carried out under the use of a
support vector machine algorithm with the HOG fea-
tures to demonstrate the effectiveness of the proposed
method.

I. INTRODUCTION

In recent years, cloud computing has been rapidly
spreading in many fields. However, cloud environments are
generally semi-trusted, so there are some security concerns
such as unauthorized use of data and privacy compromise.
To solve the security concerns, machine learning with
encrypted data has been researched [1]-[3].

In this paper, we propose a generation method of visu-
ally protected images (referred to as “protected images”)
which hold the spatial information of images. Moreover, we
propose an extraction method of Histogram-of-Oriented-
Gradients (HOG) [4] features from the protected images
for machine learning. The generation of protected images
is performed by generating random pixels under certain
restrictions, and is irreversible. Therefore, the proposed
method has no need to manage secret keys. Furthermore,
since the protected images retains the spatial information
of the original image, it can be applied to not only simple
image recognition but also object detection. In an exper-
iment, image recognition with a support vector machine
algorithm is carried out to confirm the effectiveness of the
proposed method.

II. PROPOSED METHOD
A. Owerview of Proposed Method

Figure 1 shows a privacy-preserving image recognition
system considered in this paper. In both training and
testing phases, each user generates protected images in the
user’s local before sending the images to a cloud server.
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Fig. 1. Privacy-preserving image recognition system.
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Then the cloud server carries out an image recognition
algorithm with HOG features extracted from the protected
images.

B. Generation of Protected Image

1) Restriction of The Protected Image: Now, let A €
R and A’ € R/ be an original image and the
protected 1mage and let A; ; and Aj ; be pixel values at
a position (i,7) of A and A’ , i,j € Z respectively.

In Fig.2, we focus on a posmon (i,7) to explain the re-
striction between two images, A and A . At the position
(i,7), the gradient direction 0; ; is deﬁned for A as

05 = tan™ (yij /zij) ™)
where x; ; = A; j11 — Aij—1 and y; 5 = Ajp1; — Ai
Similarly as 91 j» the gradient direction 0 1s deﬁned for
image A as
h _a Ean Wm0y _a B
where x i = “igj+1 T 1 an yzj = R4l T Sl
the relation
BQJ =0;; , (3)

is satisfied, A;S has the same gradient direction as A at
the position (¢,7). In this paper, A’ is designed under
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Fig. 3. Attention order of a po- Fig. 4. Cell and block definition
sition (¢, ) in A}
Eq.(3).

2) Generation of A} : In Fig.3, a position (i,j) with
0, in A’ is illustrated. There are attention positions
every two columns, where the initial value of the attention
positions is decided by the parameter js € {1,2}, and the
attention position moves in the order of the arrow. At
a position (i,j), four pixel values: Aj_; ;, Aj ; 1, Aj 4,
and A}, ; have to be decided under the condition of
Eq.(3), where two pixels A ;; and A} ; are the pixels
randomly generated under the condition of Eq.(3). The
remaining two pixels A} ; ; and Aj ;_; were generated in
the previous processing.

C. HOG Feature Extraction

Next, we propose a method of extracting HOG features
from a protected image A;S as follows.

step-1 gradient direction map : The gradient direc-
tion map @’ € R!*/ is calculated in accordance with
Eq.(2).

step-2 histogram voting map : The histogram voting
map M’ € R™*7 is generated by using j, as

;o 0 (je{js+2m|mecZ}) @)
“J 1 (the others) ’

where M ; is a pixel value of M’ at a position (i, 5).

step-3 histograms of gradient direction : As shown
in Fig.4 (a), maps 68’ and M’ are commonly divided into
small grids called "cells" with No x N¢ pixels, and then,
9§7j is quantized and its histogram, h,; is made up per
each cell, where (p,l) is a index of the histogram. The
quantization level of 02’]» is b, and the votes are weighted
by Mz’] In this paper, Noc = 8 and b = 9 are chosen as
parameters.

step-4 block normalization : Let us define "blocks'
as the concatenation of 2 x 2 cell histograms, allowing
overlapping of the middle cells (see Fig.4 (b)). Each block
is normalized by the L2 norm, and the HOG feature of
A; is the vector produced by concatenating all blocks.

The difference between the proposed HOG feature ex-
traction and the conventional one [4] is that the proposed
one uses the histogram voting map M’ instead of the
gradient strength map G as the weight for voting h,; in
step-3.

III. EXPERIMENT

A face recognition experiment was carried out using the
Extended Yale Face Database B with a support vector
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Fig. 5. Original images and their protected images.

TABLE I
FACE RECOGNITION PERFORMANCES WITH SVM

[ feature set [ EER
Set-1: conventional with non-protected HOG 0.0033
Set-2: proposed with protected HOG 0.0049
Set-3: conventional with non-protected Eigen Face 0.0742

machine (SVM) algorithm. This dataset contains 38 indi-
viduals and 64 frontal facial images with 168 x 192 pixels
per each person. The images for each person were divided
into 16 for training and 48 for testing. Fig.5 shows two
samples from the dataset and the protected images.

TABLE I shows the experimental result. To evaluate
the effectiveness, equal error rate (EER), which is the
point at which false reject rate (FRR) is equal to false
accept rate (FAR), was used. EER is acquired by changing
the threshold of classiication score. Set-1 is a set of HOG
features extracted with the conventional method [4], and
Set-2 is a set extracted with the proposed one. Set-3 is
“Eigen Face” [5] features (150 dimension) which is an
representative one for face recognition.

TABLE T indicates that the proposed method (Set-2)
has a good performance than Set-3. The difference of
EER values between Set-1 and Set-2 is caused due to no
information on gradient strength.

IV. CoNCLUSION

We proposed a generation method of visually protected
images, which allows us to extract HOG features from
the protected ones without any keys, while maintaining
a reasonable performance.
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