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ABSTRACT We propose a privacy-preserving image classification method based on perceptual encryption
that does not require centralized key management. In the proposed method, each client independently
generates an encryption key to protect visual information in both training and query images. The use of
independent keys allows multiple clients to use a shared model without exchanging keys and to easily update
their keys whenever needed. In addition, even if a key is compromised, the impact does not propagate to
other clients. The use of perceptual encryption allows us to directly apply encrypted data for training and
query images in the encrypted domain, but conventional approaches with perceptual encryption are known to
degrade the accuracy of image classification when independent keys are used in each client due to significant
visual distortion caused by encryption. Accordingly, we demonstrate that a novel method that focuses on
the compatibility between block-wise image encryption and the embedding structure of vision transformer
(ViT) is effective in improving the issue. We carried out experiments to demonstrate the effectiveness of the
method in terms of accuracy and robustness on CIFAR-10 and Tiny ImageNet. Compared to conventional
methods, when using independent keys, the accuracy was improved by 82% for CIFAR-10 and 83% for Tiny
ImageNet. In addition, resistance to various attacks including brute-force attacks and jigsaw puzzle attacks
was demonstrated under the assumption of ciphertext-only attacks. These results suggest the practicality and
effectiveness of the method for secure image classification in real-world multi-client environments.

INDEX TERMS Vision transformer, image encryption, privacy preserving.

I. INTRODUCTION
Distributed systems for information processing such as cloud
computing and edge computing have been spreading in many
fields. However, distributed systems such as cloud computing
are generally not considered trustworthy, so the processing
can lead to serious problems for end users, such as the
unauthorized use of services, data leaks, and privacy being
compromised due to unreliable providers and accidents [1].
In contrast, the spread of deep neural networks (DNNs)
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has greatly contributed to solving complex tasks for many
applications, such as computer vision, biomedical systems,
and information technology. Deep learning utilizes a large
amount of data, which includes sensitive personal infor-
mation, to train models with many parameters. Therefore,
privacy-preserving learning has become an urgent challenge.

Many studies on secure, efficient, and flexible commu-
nication/storage/computing have been reported [2], [3], [4],
[5], [6], [7], [8], [9], [10], [11], [12], [13], [14], [15], [16],
[17], [18], [19], [20], [21], [22], [23]. Privacy-preserving
approaches include homomorphic encryption, which enables
direct computation on encrypted data. However, such
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techniques are computationally intensive and difficult to
be directly applied to state-of-the-art models [10], [11],
[12], [13]. Another alternative is federated learning, where
multiple clients collaboratively train a shared model without
exchanging raw data [14], [15]. However, this method does
not protect the privacy of query inputs. Depending on the
application of DNNs, there are trade-offs between security
and other requirements such as a low processing demand,
bitstream compliance, and signal processing in the encrypted
domain. Several perceptual encryption methods [16], [17],
[18], [19], [20], [21], [22], [23] called learnable encryption
have been developed to balance these trade-offs.

In this paper, we address the above challenges by
leveraging the Vision Transformer (ViT) [24] framework for
privacy-preserving image classification. ViTs can directly
process encrypted images in which sensitive visual infor-
mation has been hidden, which makes them suitable for
applications where privacy is a concern. However, existing
learnable encryption methods typically require the use of a
shared encryption key between themodel provider and clients
to avoid the accuracy degradation because image features
change depending on the key. This constraint introduces two
major issues: (1) clients must securely share or store the
key, which creates a potential security vulnerability, and (2)
the model must be retrained whenever the encryption key
is updated, limiting flexibility and scalability. Accordingly,
a novel method that takes into account that features change
depending on the key is needed in multi-client settings.

To overcome these limitations, we propose a novel method
that fine-tunes a pre-trained ViT model using training images
encrypted with independently generated keys for each image.
The resulting model is then deployed to the cloud and
shared among clients. During inference, clients individually
generate independent keys to encrypt their query images,
which are then sent to the model for classification. This
framework eliminates the need for key sharing or storage,
thereby enhancing privacy even when multiple clients access
a common model.

Our main contributions are summarized below:
a) Per-client and per-image independent key generation:

We propose amethod for the first time that allows clients
not to only generate their own encryption keys but to
also assign distinct keys to each individual image by
considering a model training method that takes into
account that features change depending on the key.
Consequently, themethod eliminates the need tomanage
and update keys. In addition, even if one encryption key
is compromised, the privacy of the remaining images is
preserved.

b) Effectiveness and limitations: The method should main-
tain a high classification accuracy even in multi-client
settings and be robust against attacks. We verify the
effectiveness and limitations of the proposed method in
terms of image classification accuracy and robustness to
balance these trade-offs. In contrast, previous methods
are shown to significantly reduce accuracy.

FIGURE 1. Overview of vision transformer.

The rest of this paper is organized as follows. Section II
introduces ViT-based models and summarizes image encryp-
tion in the context of deep learning. Section III details the
proposed method. Section IV presents experimental results,
including classification performance and security analysis.
Section V concludes the paper.

II. RELATED WORK
A. VISION TRANSFORMER
ViT is an image classification model, which is known to
provide high classification performance [24]. Although ViT
has been widely used in various studies and is a well-
known model, we briefly review its structure here to help in
understanding the differences between the proposed method
and conventional methods. Fig. 1 illustrates an overview
of ViT. First, an input image x ∈ RH×W×C is divided
into patches of a size of P × P. Note that H , W , and C
denote the height, width, and number of channels of the input
image, respectively. Next, each patch i, i = 1, 2, . . . ,N ,
is flattened using pixel values to convert it into a vector
x ip ∈ RP2C . Then, each vector x ip is linearly mapped by a

matrixE ∈ R(P2C)×D. A class token is added to the beginning
of a sequence of patches, and Epos ∈ R(N+1)×D, which is
position information of each patch, is embedded. Following
the standard formulation of ViT [24], a sequence of embedded
patches z0 is defined as

z0 = [xclass; x1pE; x2pE; . . . ; x ipE; . . . ; xNp E] + Epos,

E ∈ R(P2C)×D,Epos ∈ R(N+1)×D. (1)

After z0 is fed into the transformer encoder, the resulting
class token z0L is passed to the MLP head to output the
estimated class y. The embedding structure of ViT is
known to have an affinity with block-wise image encryption
[21], [23].

B. LEARNABLE IMAGE ENCRYPTION
Various image transformation methods that use a secret key
are often referred to as perceptual image encryption. In this
paper, we focus on learnable images transformedwith a secret
key, which have been studied for deep learning. Learnable
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encryption enables us to directly apply encrypted data to
a model as training and testing data. Encrypted images
have no sensitive visual information on plain images in
general, so privacy-preserving learning can be carried out
by using visually protected images. In addition, the use of
a secret key allows us to embed unique features controlled
with the key into images. Adversarial defenses and access
control are carried out with encrypted data using these unique
features.

A block-wise learnable image encryption (LE) with an
adaptation layer [16] was introduced as the first learnable
image encryption method, and then another encryption
method, a pixel-wise encryption (PE) method that does not
use any adaptation layer, was proposed [17]. To enhance the
security of encryption, LE was also extended to an extended
learnable image encryption method (ELE) [18] by adding a
block scrambling (permutation) step and a pixel encryption
operation with multiple keys.

However, ELE still has inferior accuracy compared with
plain images, even when an additional adaptation network
is used to reduce the influence of the encryption. Recently,
block-wise encryption [19], [20], [21], [22], [23] was also
pointed out to have a high similarity to isotropic networks
such as ViT and ConvMixer [21], [25], and the similarity
enables us to reduce performance degradation. However,
conventional learnable encryption methods [19], [20], [21],
[22], [23] have never considered models used by multiple
clients. Furthermore, in all conventional learnable encryption
methods, when inputting images generated with independent
keys into a model, the model performance of existing
approaches significantly drops. Themain reasonwhy existing
approaches fail in multi-client settings is that models in
existing approaches are trained with only the characteristics
of images generated with a single key. To address the issue,
models need to be trained with the characteristics of images
randomly generated with multiple keys. Previous studies did
not have this kind of focus.

C. BENEFITS OF PROPOSED METHOD
Previous learnable encryption methods assume that all clients
use images encrypted with a common key. This limitation
creates the following challenges in various deployments
of encryption: (a) encryption keys are required to be
securely managed to protect data privacy; (b) models have
to be retrained if we want to update keys; and (c) model
performance significantly drops if each client uses images
encrypted with independent keys. From (c), previous learn-
able encryption methods are not effective in secure multi-
client settings.

To overcome these issues, we propose a novel method for
multi-client settings in which each client can independently
apply its own key without requiring model retraining.
By designing the encryption to be compatible with the
embedding structure of ViTs, the method mitigates accuracy
degradation even in multi-client settings.

III. PROPOSED METHOD
The proposed method is described here. The method allows
clients to use different encryption keys from those of the
model creator. In addition, multiple clients can independently
prepare keys by themselves, even when they use a common
model.

A. OVERVIEW
Fig. 2 illustrates an overview of a conventional method [22].
In this approach, themodel creator encrypts both a pre-trained
model and training images using a shared key K . The
encrypted pre-trained model is then fine-tuned on the
encrypted training images in cloud environments. Key K is
distributed to uL clients. Client u, u = 1, 2, . . . , uL holds nu
query images. Query image x(u,i) held by client u is encrypted
by using key K, to generate an encrypted image x ′(u,i), and
x ′(u,i) is then sent to the encrypted model for inference. In this
framework, the provider has no key and visual information in
images. However, themodel creator and all clients have to use
the shared key K, so they have to be assumed to be trusted.
If each client uses an independent key, the performance of
models is degraded comparedwith that of models without any
encryption. In addition, if we want to update key K, the model
needs to be retrained by using a new key.

Fig. 3 presents an overview of the proposed method. First,
the model creator encrypts a portion of the model parameters
in the pre-trained ViT using a designated encryption key Kb.
Next, training images are encrypted with keys Km in the
manner consistent as shown below. The encrypted pre-trained
ViT is then fine-tuned by using the encrypted training images
in cloud environments.

In contrast, on the client side, each query image is
encrypted using an independent encryption key generated
by each client, and it is then input to the fine-tuned ViT.
In particular, each query image x(u,i) can be encrypted using a
key K (u,i), which is independently generated per image. The
client receives a classification result from the cloud provider.

In the proposed method, encryption keys can vary for each
client as well as for each image. Accordingly, each client is
not required to store or manage its encryption keys.

As illustrated in Figs. 2 and 3, the main difference
between the conventional and proposed methods lies in key
management. In the conventional method, all clients are
required to use a common key, whereas in the proposed
method, each client can use independently generated keys.
In addition, clients are not required to share their keys with
the model creator.

B. THREAT MODEL AND SECURITY ASSUMPTIONS
A threat model includes a set of assumptions, such as an
adversary’s goals, knowledge, and capabilities. The aim of an
attacker is to restore visual information from encrypted data.
We assume that the attacker is able to use encrypted data and
the encryption algorithm but does not have the secret key.
Accordingly, the attacker can only perform ciphertext-only
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FIGURE 2. Overview of conventional method, where each client uses key shared by all clients.

FIGURE 3. Overview of proposed method, where each client can use key generated by client itself.

attacks (COAs) using encrypted images. In Fig. 3, it is
assumed that the cloud provider is untrusted, and the model
creator and all other clients are semi-trusted. ‘‘Semi-trusted’’
means that a participant is expected to follow the rules of
a protocol but may have the motivation to learn additional
information if possible. Thus, they are not fully trusted;
some clients may collude with external attackers or leak
their keys. The proposed method is discussed by taking these
environments into consideration in this paper.

C. IMAGE ENCRYPTION
The procedure of image encryption is summarized below,
where C = 3 is assumed in this study (see Fig. 4).

Step 1: Divide a query image x(u,i) ∈ RH×W×C into N non-
overlapped blocks of size M × M , resulting in a set
of blocks B = {B1, . . . ,Bj, . . . ,BN }, where block
Bj ∈ RM×M×C andM = P as in [22].

Step 2: Permute the blocks using a key Kb, resulting in
permuted blocks B̂ = {B̂1, . . . , B̂j, . . . , B̂N } as
in [22].

Step 3: Divide each block B̂j into N non-overlapped
sub-blocks of size Ms × Ms, resulting in a set
B̂j = {B̂j,1, . . . , B̂j,k , . . . , B̂j,Ns}, where block B̂j ∈

RMs×Ms×C . Then, split each sub-block B̂j,k into three
color component sub-blocks {B̂c(1)j,k , B̂c(2)j,k , B̂c(3)j,k },

where B̂c(i)j,k ∈ RMs×Ms×1. Let c(1), c(2), and
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FIGURE 4. Image encryption procedure (Ns = 4 ).

FIGURE 5. Example of encrypted images from ImageNet [26].

c(3) denote R, G, and B channels, respectively as
in [22].

Step 4: Flatten each color component in sub-block B̂c(i)j,k into

a vector b̂c(i)j,k ∈ RM2
s .

Step 5: Shuffle the pixel positions within each vector b̂c(i)j,k

using an independent key K (u,i)
p and obtain a shuffled

vector b′c(i)
j,k ∈ RM2

s .

Step 6: Reshape shuffled vector b′c(i)
j,k into B′c(i)

j,k ∈

RMs×Ms . Then, reshape B′c(1)
j,k ,B′c(2)

j,k , and B′c(3)
j,k

into sub-block B′
j,k , yielding a set B′

j =

{B′
j,1, . . . ,B′

j,k , . . . ,B′
j,Ns}.

Step 7: Concatenate all the reshaped sub-blocks B′
j,k to form

an encrypted block B′
j ∈ RM×M×C as in [22].

Step 8: Concatenate all the reshaped blocks B′
j to form an

encrypted image x ′(u,i)
∈ RH×W×C as in [22].

The above procedure is also applied to training images. Note
that key K (u,i) consists of Kb used for block scrambling and
the independent key K (u,i)

p used for pixel shuffling. That is
K (u,i)

= [Kb,K
(u,i)
p ].

Fig. 5 shows an example of encrypted images from
ImageNet [26], produced by applying only block scrambling,
only pixel shuffling, and both operations. By combining
these two operations, the visual confidentiality of images is
further enhanced. Additionally, the peak signal-to-noise ratio
(PSNR) and structural similarity (SSIM) values are shown
below each encrypted image. These values quantitatively
demonstrate that the combination of the two operations
enhances encryption strength.

To clarify the encryption procedure, we give details on
block scrambling and pixel shuffling below.

1) BLOCK SCRAMBLING
Block scrambling operations from step 2 to step 3 are carried
out in accordance with the following steps [22], where keyKb
is shared with the model creator and all clients:
1: Define an integer vector l = [1, 2, . . . ,N ]⊤ to represent

the original order of the blocks.
2: Prepare a key Kb as

Kb = [Kb(1),Kb(2), . . . ,Kb(m), . . . ,Kb(N )], (2)
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where

Kb(m) ∈ {1, . . . ,N }, Kb(m) ̸= Kb(m′) if m ̸= m′,

m,m′
∈ {1, . . . ,N }.

3: Define Ebs(m,n) as

Ebs(m,n) =

{
0 (n ̸= Kb(m)),
1 (n = Kb(m)).

(3)

4: Define a permutation matrix Ebs ∈ RN×N as

Ebs =


Ebs(1,1) Ebs(1,2) . . . Ebs(1,N )
Ebs(2,1) Ebs(2,2) . . . Ebs(2,N )

...
...

. . .
...

Ebs(N ,1) Ebs(N ,2) . . . Ebs(N ,N )

 . (4)

5: The permuted vector l̂ is given by

l̂ = Ebsl = [l̂(1), . . . , l̂(N )]⊤. (5)

6: Permute the block accordingly:

B̂m = Bl̂(m). (6)

2) PIXEL SHUFFLING
The pixel shuffling operations from step 4 to step 6 are
described below. This pixel shuffling is inspired by the
conventional method [22].
1: Convert B̂c(i)j,k withM2

s pixels into a vector b̂
c(i)
j,k . Each vector

is given by
b̂c(1)j,k = [b̂c(1)j,k (1), . . . , b̂c(1)j,k (M2

s )],

b̂c(2)j,k = [b̂c(2)j,k (1), . . . , b̂c(2)j,k (M2
s )],

b̂c(3)j,k = [b̂c(3)j,k (1), . . . , b̂c(3)j,k (M2
s )].

(7)

2: Generate a random integer sequence K (u,i)
p as an indepen-

dent key

K (u,i)
p = [K (u,i)

p (1), . . . ,K (u,i)
p (M2

s )], (8)

where

K (u,i)
p (m) ∈ {1, . . . ,M2

s },

K (u,i)
p (m) ̸= K (u,i)

p (m′) if m ̸= m′,

m,m′
∈ {1, . . . ,M2

s }.

3: Define Eps(m,n) as

Eps(m,n) =

{
0 (n ̸= K (u,i)

p (m)),
1 (n = K (u,i)

p (m))
. (9)

4: Define the permutation matrix Eps ∈ RM2
s ×M2

s as

Eps =


Eps(1,1) Eps(1,2) . . . Eps(1,M2

s )
Eps(2,1) Eps(2,2) . . . Eps(2,M2

s )
...

...
. . .

...

Eps(M2
s ,1) Eps(M2

s ,2) . . . Eps(M2
s ,M2

s )

 . (10)

FIGURE 6. Example of pixel-shuffled images from ImageNet [26].

5: The permuted vector b̃c(i)j,k is also given by
b̃c(1)j,k = b̂c(1)j,k Eps = [b̃c(1)j,k (1), . . . , b̃c(1)j,k (M2

s )],

b̃c(2)j,k = b̂c(2)j,k Eps = [b̃c(2)j,k (1), . . . , b̃c(2)j,k (M2
s )],

b̃c(3)j,k = b̂c(3)j,k Eps = [b̃c(3)j,k (1), . . . , b̃c(3)j,k (M2
s )],

(11)

where

b̃c(1)j,k (m) ∈ {b̂c(1)j,k (1), . . . , b̂c(1)j,k (M2
s )},

b̃c(2)j,k (m) ∈ {b̂c(2)j,k (1), . . . , b̂c(2)j,k (M2
s )},

b̃c(3)j,k (m) ∈ {b̂c(3)j,k (1), . . . , b̂c(3)j,k (M2
s )}.

6: Randomly permute c(1), c(2), and c(3) to obtain
c′(1), c′(2), and c′(3) where c′(i) ∈ {c(1), c(2), c(3)}.

7: Obtain final vectors as
b′c(1)
j,k = b̃c

′(1)
j,k ,

b′c(2)
j,k = b̃c

′(2)
j,k ,

b′c(3)
j,k = b̃c

′(3)
j,k .

(12)

The above image encryption allows us not only to assign
different keys to each client but to also apply different keys
to each image. In addition, keys used for pixel shuffling
do not need to be common among blocks in every image.
Fig. 6 shows an example of encrypted images generated
with a common key and with independent keys, respectively.
As shown in the figure, for images encrypted with a common
key, many blocks have similar colors, whereas for those
encrypted with independent keys, blocks have more diverse
colors. This property generally enhances visual information
protection. In addition, images encrypted with independent
keys have different properties as learnable encrypted images
from those with a common key in addition to the difference
in visibility.
In summary, the proposed method eliminates the need

for key management and, at the same time, can generate
encrypted images with diverse colors.

D. MODEL ENCRYPTION
To reduce the influence of image encryption prior to the
fine-tuning of models, the domain adaptation is carried out
in accordance with the embedding structure of ViT [22]. This
transformation partially follows the operation introduced
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in [22]. Ebs in (5) is used to permute blocks in an image, so it
has a close relationship with position embedding Epos in (1),
where Epos includes the position information of a class token
xclass. In contrast, Ebs does not consider the information of
xclass. To fill the gap between Epos and Ebs, Ebs is extended
as

E′

bs =

(
1 0
0 Ebs

)
∈ R(N+1)×(N+1). (13)

Epos is then encrypted by using E′

bs as

E′
pos = E′

bsEpos. (14)

Therefore, a sequence of the embedded patches ẑ0 is
represented as follows:

ẑ0 = E′

bs[xclass; x
1
pE; . . . ; xNp E] + E′

pos. (15)

By substituting (14) into E′
pos in (15), ẑ0 is also given by

ẑ0 = E′

bs[xclass; x
1
pE; . . . ; xNp E] + E′

bsEpos

= E′

bs([xclass; x
1
pE; . . . ; xNp E] + Epos). (16)

As shown in the above equation in [22], the encryption
preserves both the order of patches in the input to the
original encoder and the associated positional information.
In particular, part of (16) is the same as that of (1). Therefore,
even when encrypted images are input as query ones, the
model can process them in the same manner as a plain ViT
processes plain images. This preservation helps mitigate the
impact of encryption on classification performance.

The model parameters E and the encrypted E′
pos are

fine-tuned using training images encrypted with different
encryption keys. Through this process, both E and E′

pos
are updated, enabling the model to correctly classify query
images encrypted with different keys.

E. REQUIREMENTS FOR PROPOSED METHOD
Our method aims to satisfy the following requirements.

• Independence of key for each client: each client should
have an independent key, respectively.

• Model capability: Privacy-preserving methods for
DNNs should not decrease the model capability
severely. A classifier trained with images encrypted
by the proposed method is required to maintain an
approximate accuracy as when using plain images.

• Security: Any perceptual information of plain images
should not be reconstructed from images encrypted
by the proposed method unless the key is exposed.
In addition, even if the key is exposed, the damage
should be small.

• Easy key management: Keys used for encryption should
be easy to manage.

To satisfy the above requirements, models are trained using
images encrypted with independent keys in the same manner
as the query images.

TABLE 1. Image encryption conditions.

TABLE 2. Training settings for CIFAR-10 and Tiny ImageNet experiments.

IV. EXPERIMENTS
In experiments, we evaluated the proposed method from the
perspective of classification accuracy and attack resistance.

A. EXPERIMENTAL SETUP
The experiments were conducted using an Intel Xeon
W5-3435X CPU and an NVIDIA RTX 6000 Ada Genera-
tion 48 GB GPU.

1) DATASET
In Table 1, encryption conditions are summarized. Exper-
iments were conducted on the CIFAR-10 [27] and Tiny
ImageNet [28] datasets. CIFAR-10 comprises 60,000 images
with 10 classes (6,000 images for each class), with 50,000
images for fine-tuning and 10,000 images for testing. Tiny
ImageNet contains 200 classes of images with 64×64 pixels.
We selected 30 classes from the Tiny ImageNet dataset
(15,000 images for training and 1,500 images for testing). All
images were resized to 224 × 224 × 3 pixels to fit the input
to ViT.

2) NETWORK
We used a pre-trained ViT with a patch size of P = 16,
which was prepared in [29], where it was pre-trained with
ImageNet-21k. ImageNet-21k is a dataset consisting of
21,000 classes with a total of 14 million images, which were
resized to an image size of 224 × 224 × 3 when pre-training
ViT.
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TABLE 3. Encryption setting comparison. ‘‘BS’’ and ‘‘PS’’ denote block scrambling and pixel shuffling, respectively. ✓: Yes, ×: No, –: Not applicable.

Table 2 shows the training settings for each dataset. For
CIFAR-10, no warm-up was applied; an initial learning rate
was set to 1e−5 and decayed to 0 over 30 epochs using a
cosine decay. For Tiny ImageNet, a learning rate was linearly
increased from 1e−6 to 1e−4 during the first 10 warm-up
epochs and then decayed to 0 following a cosine decay.

B. IMAGE CLASSIFICATION ACCURACY
The effectiveness of the proposed method was verified on
CIFAR-10 and Tiny ImageNet in terms of image classi-
fication accuracy. Three kinds of models were compared
as shown in Table 3 where ‘‘Baseline’’ means that the
pre-trained model was fine-tuned with plain images and
query images were also plain. In ‘‘Conventional 1,’’ both
the pre-trained model and all training/query images were
encrypted with a single key. For ‘‘Conventional 2,’’ the
pre-trained model was encrypted with a single key, and
the encrypted pre-trained model was fine-tuned by using
training images encrypted with a common key. Query images
were encrypted with independent keys. For ‘‘Proposed,’’ the
pre-trained model was encrypted with a key Kb, and training
images were encrypted with independent keys for each image
as described in III-C.
Table 4 shows the experimental result of classification

accuracy. For Conventional 1, a slight decrease in accuracy
was observed compared with Baseline, and the degree of
decrease varied depending on the dataset. In contrast, for
Conventional 2, a significant drop in accuracy was observed
when using query images encrypted with independent keys.
Thus, conventional methods are unsuitable inmulti-client set-
tings. In contrast, the proposed method still maintained high
accuracy. It significantly suppressed accuracy degradation
from the original image usage stage and maintained practical
performance even in multi-client environments. In addition,
when using a smallerMs, the accuracy was better. Encryption
with independent keys exhibited much higher accuracy than
encryption with shared keys.

Furthermore, in encryption with independent keys, a com-
parison between configurations with and without sub-block
division shows that the use of sub-blocks resulted in higher
classification accuracy. The improvement in classification
accuracy with sub-block division was attributed to the
restriction of pixel movement within localized regions.

To exclude the effect of pre-training, we also evaluated the
proposed method when the model was trained from scratch.

TABLE 4. Classification accuracy [%] on CIFAR-10 and Tiny ImageNet
(M = 16) where query images were encrypted with common key in
Conventional 1, and query images were encrypted with independent keys
in Conventional 2. Models used in conventional methods were fine-tuned
with common key. Models used in proposed method were fine-tuned
with independent keys.

TABLE 5. Classification accuracy [%] on CIFAR-10 and Tiny ImageNet
(M = 16) trained from scratch where query images were encrypted with
common key in Conventional 1, and query images were encrypted with
independent keys in Conventional 2. Models used in conventional
methods were fine-tuned with common key. Models used in proposed
method were fine-tuned with independent keys.

For CIFAR-10, the number of epochswas set to 50, theweight
decay to 0.03, the learning rate to 1e−4, and the drop path rate
to 0.03. For Tiny ImageNet, the number of epochs was set to
70, the weight decay to 0.05, the learning rate to 5e−6, and the
drop path rate to 0.1. As shown in Table 5, similar trends were
observed compared with the case using pre-trained models.
These results show that the proposed method is also effective
on models trained from scratch.

C. SECURITY ANALYSIS
Here, we analyze the security strength of the proposed image
encryption method.

1) KEY SPACE
It is assumed that the attacker performs only ciphertext-only
attacks on encrypted images in this paper, so we focus on
brute-force attacks, in which the size of key space plays an
important role.

The key space is the set of all possible keys that can be
used with an encryption algorithm. The size of the key space
is a crucial factor in determining the strength of an encryption
algorithm, with larger key spaces generally offering greater
resistance to brute-force attacks.
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TABLE 6. Key space of proposed method, where H × W × C = 224 × 224 × 3 and N = 196. Note that Ms, BS, and PS represent sub-blocks size, block
scrambling, and pixel shuffling, respectively.

FIGURE 7. Estimated images by jigsaw puzzle solver attack on Tiny ImageNet. Zoomed-in views of boxed regions are shown on right of each image.

In the proposed method, N blocks are permuted by
using block scrambling. Therefore, the key space of block
scrambling Obs is given by

Obs = N !. (17)

Additionally, in pixel shuffling, Ms × Ms pixels in each
sub-block are shuffled. Then, three color components of these
pixels are permuted. In the proposed method, pixel shuffling
is applied to each sub-block using either a common key or
independent keys. The key space of pixel shuffling with a
common key Ocomps is represented as follows:

Ocomps = M2
s ! × 3!. (18)

On the other hand, the key space of pixel shuffling with
independent keys Oindps is given by

Oindps = (M2
s ! × 3!)NsN . (19)

From the above equations, the overall key spaceOcom when
using a common key is given by

Ocom = Obs × Ocomps = N ! ×M2
s ! × 3!. (20)

In contrast, the key space Oind when using independent
keys is as follows:

Oind = Obs × Oindps = N ! × (M2
s ! × 3!)NsN . (21)

Table 6 exhibits the key space for each case. Thus, the
proposed method provides a larger key space than that of the
conventional one due to using independent keys.

In the experiments, imageswith a size of 224×224×3were
divided into block images with a size of 16× 16× 3, and the
block images were then divided into sub-block images with
a size of Ms = 16 × 16 × 3 or 8 × 8 × 3. Table 6 shows
the key space for each case. These values were significantly
larger than 2256, indicating that the proposedmethod provides
a sufficiently large key space. Even if the shared key Kb is
leaked, the key space of pixel shuffling with independent
keys alone exceeds 2256 in all cases. Moreover, applying
independent keys to each block significantly expands the total
key space, regardless of the sub-block size.

2) CRYPTANALYTIC ATTACKS
Jigsaw puzzle solver attacks, which aim to restore visual
information of images by exploiting the correlation among
blocks or pixels in images encrypted with block-wise
encryption [19], [20], [21], [22], [23], are a class of the state-
of-the-art attacks [4], [32], [33]. In the proposed method,
key Kb used for block scrambling is shared among all clients.
Thus, an attacker may attempt to restore visual information
from encrypted images by using Kb. Therefore, we applied
a position restoration attack [33] to pixel-shuffled images.
As shown in Fig. 7, all estimated images were similar to
the images encrypted with pixel shuffling, so the jigsaw
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TABLE 7. Quantitative evaluation of estimated images for CIFAR-10 by
jigsaw puzzle solver attacks, where results are reported as mean
value ± standard deviation.

puzzle solver attack could not be effective in restoring
the images encrypted with independent keys. In both the
encrypted and estimated images, the sensitive information of
the original images is successfully hidden. In addition, the
PSNR and SSIM values relative to the original images are
shown below each encrypted and estimated image in Fig. 7.
Because the values for the estimated images are low, the
attack was unsuccessful. To further evaluate the estimated
images on each dataset, we randomly sampled 100 images
from CIFAR-10 and 300 images from Tiny ImageNet, and
we measured the PSNR and SSIM values of the estimated
images with respect to the original ones. The results are
summarized in Tables 7 and 8, where values are reported as
mean value ± standard deviation. These results demonstrate
that the proposed method is robust against jigsaw puzzle
solver attacks. In addition, since each image is encrypted
with a different key and no key management is required,
conventional attacks such as known-plaintext and chosen-
plaintext attacks are not applicable because such attacks aim
to estimate the key.

It is important to consider resistance against attacks that
leverage neural networks. Several conventional encryption
methods with block-wise perceptual encryption were verified
to be robust against state-of-the-art attacks including gener-
ative model-based attacks [34], [35]. The proposed method
can apply independent keys for image encryption, so it
has stronger resistance against attacks that leverage neural
networks than the conventional ones.

D. DISCUSSION
We discuss the proposed method in terms of computational
cost, the relationship between security and accuracy, compar-
ison with other encryption methods, and scalability to other
datasets and tasks.

1) COMPUTATIONAL COST
The proposed method is implemented using perceptual
encryption. Perceptual encryption allows us not only to
generate learnable encrypted images but also to have low
computational cost. Operations such as block scrambling and
pixel shuffling are extremely lightweight; in our implemen-
tation, the average processing time for encrypting a color
image with a size of 224 × 224, computed over 200 images,
was 0.0342 seconds. In contrast, the average training time

TABLE 8. Quantitative evaluation of estimated images for Tiny ImageNet
by jigsaw puzzle solver attacks, where results are reported as mean
value ± standard deviation.

per epoch over 30 epochs was 293 seconds, and the average
inference time was 37 seconds in the case of CIFAR-10.
In other words, the computational cost of the encryption
operation was about 1.2×10−4 times that of the training time
and 9.2 × 10−4 times that of the inference time. Thus, the
encryption cost is negligible compared with model training
and inference, enabling the proposed method to serve as a
lightweight framework for real-world applications.

2) TRADE-OFF BETWEEN SECURITY AND ACCURACY
The accuracy of ourmethod depends on the size of sub-blocks
Ms as shown in Table 4. The selection of a smaller block size
provides higher accuracy. In contrast, the selection of a larger
block size gives a large key space. Thus, there is a trade-off
between key space and sub-block size.

Our method also allows us to assign independent keys to
each block. This feature can enlarge the key space compared
with a common key. Accordingly, evenwhen selecting a small
block size, a sufficiently large key space can be secured.
In addition, the use of independent keys can minimize the
damage caused by key leakage and key estimation.

3) COMPARISON WITH CONVENTIONAL ENCRYPTION
METHODS
The proposed method suppressed the accuracy drop even in
multi-client environments compared with classification using
plain images. In contrast, conventional perceptual encryption
methods suffered from significant accuracy degradation
under the same setting. Moreover, the proposed method
achieved accuracy comparable to conventional perceptual
encryption with a single shared key. In addition, unlike
conventional methods, the proposed scheme allows different
keys to be applied per client or per image, which substantially
reduces the risk of privacy violations in the event of a key
leakage from a single client. In contrast to homomorphic
encryption [10], [11], [12], [13], which does not allow users
to freely assign keys, the proposed method also supports
flexible key assignment per client, enhancing practicality.
In addition, the encryption cost of the proposed method is
very low compared with such encryption methods. Privacy-
preserving federated learning [16], [20], [21] allows users to
train a global model without centralizing the training data on
one machine, but it cannot protect privacy during inference
for test data when a model is deployed in an untrusted cloud
server.
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4) SCALABILITY TO OTHER DATASETS AND TASKS
In this paper, image classification tasks were carried out on
the CIFAR-10 and Tiny ImageNet datasets. The influence of
image encryption with a common key [10], [11], [12] has
been verified on various datasets so far, and the accuracy was
demonstrated to depend on the dataset. As shown in Table 4,
for the CIFAR-10 dataset, which consists of low-resolution
images, we achieved over 90% accuracy. In contrast, for the
Tiny ImageNet dataset, the accuracy decreased compared
with classification on plain images. The cause is thought to be
the loss of detailed visual information caused by encryption.
In particular, the effect tends to be stronger when independent
keys are applied to high-resolution images. In contrast,
as described above, image classification accuracy depends on
the size of sub-blocks Ms, so selecting an appropriate Ms is
important depending on the required accuracy.

Perceptual encryption has been applied to a variety of
applications beyond image classification such as segmenta-
tion [36], model protection [37] and adversarial examples [7],
[8], [38] by using images encrypted with a common key. Our
method based on independent keys should also be applicable
to such models. These subjects will be future work.

V. CONCLUSION
In this paper, we proposed a privacy-preserving image
classification method based on perceptual encryption that
eliminates the need for centralized key management. The
method enables multiple clients to use a shared model with
independently generated keys, while largely preserving clas-
sification accuracy. Through experiments, we demonstrated
that the proposed method maintained high performance
despite encryption and showed robustness against COAs.
These results confirm both the practicality and effectiveness
of the method for real-world multi-client environments.

Future work will focus on enhancing scalability to
more challenging scenarios, such as datasets with higher
resolutions, larger numbers of classes, or limited training
samples. We also plan to extend the method to more complex
tasks such as video analysis and to strengthen the security
evaluation with broader attack models. These directions will
further strengthen the practicality and widen the applicability
of the proposed framework.
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